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Line Item Summary

ITEM NO.

(A)

SUPPLIES OR SERVICES

(B)

QUANTITY
ORDERED

(C)

UNIT

(D)

UNIT PRICE

(E)

Rev. Ext. Price

(F)

Prev. Ext. Price

(G)

Amount Of Change

(H)

0001 CPAF Labor (Tasks 1-6) 1.0 lot

0002 CPAF Labor SURGE (Task 7) 1.0 lot

0003 Long Distance Travel, Including
Indirect Handling Rate 7.4%

1.0 lot

0004 Tools Including Indirect Handling
Rate 7.4%

1.0 lot

0005 ODCs Including Indirect Handling
Rate 7.4%

1.0 lot

0006 Contract Access Fee (CAF) 1.0 lot $100,000.00 $100,000.00 $100,000.00 $0.00

1001 CPAF Labor (Tasks 1-6) 1.0 lot

1002 CPAF Labor SURGE (Task 7) 1.0 lot

1003 Long Distance Travel, Including
Indirect Handling Rate 7.3%

1.0 lot

1004 Tools Including Indirect Handling
Rate 7.3%

1.0 lot

1005 ODCs Including Indirect Handling
Rate 7.3%

1.0 lot

1006 Contract Access Fee (CAF) 1.0 lot $100,000.00 $100,000.00 $100,000.00 $0.00

2001 CPAF Labor (Tasks 1-6) 1.0 lot

2002 CPAF Labor SURGE (Task 7) 1.0 lot

2003 Long Distance Travel, Including
Indirect Handling Rate 7.0%

1.0 lot

2004 Tools Including Indirect Handling
Rate 7.0%

1.0 lot

2005 ODCs Including Indirect Handling
Rate 7.0%

1.0 lot

2006 Contract Access Fee (CAF) 1.0 lot $100,000.00 $100,000.00 $100,000.00 $0.00

3001 CPAF Labor (Tasks 1-6) 1.0 lot

3002 CPAF Labor SURGE (Task 7) 1.0 lot

3003 Long Distance Travel, Including
Indirect Handling Rate 7.0%

1.0 lot

3004 Tools Including Indirect Handling
Rate 7.0%

1.0 lot

3005 ODCs Including Indirect Handling
Rate 7.0%

1.0 lot

3006 Contract Access Fee (CAF) 1.0 lot $100,000.00 $100,000.00 $100,000.00 $0.00

4001 CPAF Labor (Tasks 1-6) 1.0 lot

4002 CPAF Labor SURGE (Task 7) 1.0 lot

4003 Long Distance Travel, Including
Indirect Handling Rate 7.0%

1.0 lot

4004 Tools Including Indirect Handling
Rate 7.0%

1.0 lot

4005 ODCs Including Indirect Handling
Rate 7.0%

1.0 lot

4006 Contract Access Fee (CAF) 1.0 lot $100,000.00 $100,000.00 $100,000.00 $0.00

TOTALS: $22,000,000.00
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Task Order Number: GSQ0017AJ0036 

Modification PO33 

Page 3 of 3 
Block 14 continued: 

 

The purpose of this modification is to 1) add incremental funding to Option Period 4, CLINs 4001, 

4002, 4003, 4004, and 4005. 

 

This modification therefore incorporates these changes as follows: 

 

1) Add incremental funding to Option Period 4 as follows, with the changes to the CLINs below 

and Attachment C – Incremental Funding Table (IFT). 

a. CLIN 4001 CPAF Labor is increased by $14,470,000 from $2,490,000 to 

$16,960,000. 

i. CLIN 4001 funded cost is increased by $13,460,465 from $2,316,279 to 

$15,776,744. 

ii. CLIN 4001 funded fee is increased by $1,009,535 from $173,721 to 

$1,183,256. 

b. CLIN 4002 CPAF Labor Surge is increased by $1,000,000 from $100,000 to 

$1,100,000. 

i. CLIN 4002 funded cost is increased by $930,233 from $93,023 to $1,023,256. 

ii. CLIN 4002 funded fee is increased by $69,767 from $6,977 to $76,744. 

c. CLIN 4003 Long Distance Travel is increased by $30,000 from $10,000 to $40,000. 

d. CLIN 4004 Tools is increased by $6,000,000 from $2,100,000 to $8,100,000. 

e. CLIN 4005 ODCs is increased by $500,000 from $200,000 to $700,000. 

 

 

SUMMARY OF THE COST IMPACTS OF THE ABOVE CHANGES 

 

o As a result of this modification, the total funded amount of Option Period 4 increases by 

$22,000,000 from $5,000,000 to $27,000,000.  

o The total funded amount of the Task Order increases by $22,000,000 from $228,314,980 to 

$250,314,980.  

o The total estimated value of the Task Order remains unchanged at $320,427,118. 
 

A conformed copy of the Task Order is attached to this modification.  All changes are annotated by a vertical 

bar in the right margin of the Task Order.  All other terms and conditions of the contract remain unchanged. 

 

END OF MODIFICATION 



 

 

TASK ORDER 

 

GSQ0017AJ0036 
 

Information Technology Services (ITS) 

Environmental Protection Agency (EPA) III 

End User Services (EUS) 
 

in support of: 

 

Environmental Protection Agency 
 

 

 
 

 

Issued to: 

Science Applications  

International Corporation (SAIC) 

 

Awarded under the GSA Alliant Government-wide Acquisition Contract 

     GS00Q09BGD0048 

Conducted under Federal Acquisition Regulation (FAR) 16.505 

 

Issued by: 

The Federal Systems Integration and Management Center (FEDSIM) 

1800 F Street, NW (QF0B) 

 Washington, D.C. 20405 

 

Award Date: March 26, 2017 

Modification 33 

 

FEDSIM Project Number EP00802
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B.1   GENERAL  

The work shall be performed in accordance with all Sections of this Task Order (TO) and the 

contractor’s Basic Contract, under which the resulting TO will be placed. An acronym listing to 

support this Task Order Request (TOR) is included in Section J, Attachment B. 

B.2   CONTRACT ACCESS FEE (CAF) 

The General Services Administration’s (GSA) operating costs associated with the management 

and administration of this contract are recovered through a CAF. For GSA-issued TOs, the CAF 

shall be 0.75% of the total TO value with a cap of $100,000 per year per order (when order is in 

excess of $13.3M per order year). This TO shall have a separate Contract Line Item Number 

(CLIN) to cover this access fee, and this CAF shall be obligated at TO award.  

B.3   ORDER TYPES 

The contractor shall perform the effort required by this TO on a Cost-Plus Award Fee basis for 

CLINs 0001, 0002, 1001, 1002, 2001, 2002, 3001, 3002, 4001, and 4002 and on a Not-to-Exceed 

basis for CLINs 0003, 0004, 0005, 0006, 1003, 1004, 1005, 1006, 2003, 2004, 2005, 2006, 3003, 

3004, 3005, 3006, 4003, 4004, 4005, and 4006. The work shall be performed in accordance with 

all Sections of this TO and the offeror’s Basic Contract, under which the resulting TO will be 

placed.  

B.4   SERVICES AND PRICES/COSTS  

Long-distance travel is defined as travel over 50 miles from the primary place(s) of performance 

(Section F.2). Local travel will not be reimbursed. 

The following abbreviations are used in this price schedule:  

CLIN Contract Line Item Number 

CPAF Cost-Plus-Award-Fee 

FFP Firm-Fixed-Price 

NSP Not Separately Priced   

NTE Not-to-Exceed 

ODC Other Direct Cost 
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B.5   SECTION B TABLES 

B.5.1   INDIRECT/MATERIAL HANDLING RATE 

Long-Distance Travel, Tools, and ODC costs incurred may be burdened with the contractor’s 

indirect/material handling rate in accordance with the contractor’s disclosed practices. 

a. If no indirect/material handling rate is allowable in accordance with the contractor’s 

disclosed practices, no indirect/material handling rate shall be applied to or reimbursed 

on these costs. 

b. If no rate is specified in the Basic Contract, no indirect rate shall be applied to or 

reimbursed on these costs. 

c. If no rate is specified in the schedule of prices above, no indirect rate shall be applied to 

or reimbursed on these costs. 

The indirect handling rate over the term of the TO shall not exceed the rate specified in the 

schedule of prices above. 

B.5.2   DIRECT LABOR RATES 

Labor categories proposed shall be mapped to existing Alliant labor categories.  

B.6   INCREMENTAL FUNDING  

B.6.1   INCREMENTAL FUNDING LIMITATION OF GOVERNMENT’S 

OBLIGATION 

Incremental funding in the amount of $250,314,980 for CLINs 0001, 0002, 0003, 0004, 0005, 

0006, 1001, 1002, 1003, 1004, 1005, 1006, 2001, 2002, 2003, 2004, 2005, 2006, 3001, 3002, 

3003, 3004, 3005, 3006, 4001, 4002, 4003, 4004, 4005, and 4006 is currently allotted and 

available for payment by the Government. Additional incremental funding for these CLINs will 

be allotted and available for payment by the Government as the funds become available. The 

estimated period of performance covered by the allotments for the mandatory CLINs is from 

award through September 5, 2021 unless otherwise noted in Section B. The TO may be 

modified to add funds incrementally up to the maximum of $320,427,118.00 over the 

performance period of this TO. These allotments constitute the estimated cost for the purpose of 

Federal Acquisition Regulation (FAR) Clause 52.232-22, Limitation of Funds, which applies to 

this TO on a CLIN-by-CLIN basis. 

Incremental Funding Chart for CPAF  

See Section J, Attachment C - Incremental Funding Chart (Excel Spreadsheet). 

B.7   AWARD FEE PLANNED VALUE/RESULTS REPORTING TABLE 

The Award Fee Determination Plan (AFDP) establishes award fee. See Section J, Attachment D 

– DRAFT Award Fee Determination Plan (Word document). 
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C.1   BACKGROUND 

The Environmental Protection Agency ‘s (EPA) Office of Environmental Information (OEI) is 

responsible for managing, operating and evolving EPAs secure information technology (IT) 

infrastructure and is charged with ensuring this infrastructure provides EPA with IT solutions 

that support mission success. Building upon EPA’s history of scientific and technological 

expertise, the Agency seeks out technological advances that have the greatest potential to achieve 

multiple environmental goals. EPA engages stakeholders to speed the design, development, and 

deployment of the next generation of environmental technologies, while focusing on a clean 

environment. 

In addition, OEI is charged with IT investment management which entails annual reviews of the 

IT portfolio of the Agency, maintenance of the enterprise architecture, and development of 

policies and standards to guide IT expenditures. OEI also leads the Agency's Security Program 

which is charged with ensuring the Agency has secure IT infrastructure. OEI’s vision is to 

advance the creation, management and use of information as a strategic resource. This effort is 

underneath the Office of Information Technology Operations (OITO), within OEI. 

The OITO is responsible for the implementation and management of a secure information 

technology (IT) infrastructure and IT solutions in support of EPA’s mission. EPA continually 

seeks better ways to solve environmental problems. From research to technology to regulation, 

community programs, and external partnerships, EPA demands creative ideas to achieve results. 

These key directions intersect with the Agency’s strategic plan, the OEI vision and the 

President’s Management Agenda for establishing citizen-centered, results oriented and market 

based IT management and provisioning infrastructure and product suite. 

OITO provides a broad range of information and technology services and solutions to enable 

secure information exchange, data analysis, scientific investigation, and informed decision-

making across government and the environmental community. OITO provides local technology 

services in its Headquarters facilities and Agency-wide in the areas of voice and data. This 

support is categorized into five areas: Voice, Campus Network Management, Call Center, and 

Standard Desktop and Support Services. OITO also provides Agency-wide IT support in hosting, 

wide area network, geospatial, high performance computing, and operational security.  

OEI will continue to move toward an agency-wide, enterprise-based IT model with the upcoming 

task orders (TOs) in the ITS EPA III program. ITS EPA III is preceded by ITS EPA I and ITS 

EPA II. ITS EPA I was awarded by the General Services Administration (GSA) and ITS-EPA II 

was awarded by the EPA Office of Acquisition Resource Management (OARM) contracting 

personnel. The services acquired under ITS EPA II assisted OEI in meeting its goals for stable, 

reliable, and responsive IT and telecommunication infrastructure and related services. ITS EPA 

II has also been successful in moving EPA toward an efficient mobile environment through 

improved mobility solutions such as implementing cloud email and productivity applications. . 

The aforementioned program is now in its final term of performance and OEI is seeking the next 

generation of service solutions.  

To assist in meeting its strategic objectives, OEI recently underwent a reorganization (see EPA 

OEI and OITO Organization Chart in Section J, Attachment E) to improve its IT operations, 

streamline activities, and focus on delivering improved services and lowering costs. 

OITO is now organized into six divisions: 
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1. Desktop Support Services Division 

2. Endpoint and Collaboration Solutions Division 

3. Enterprise Hosting Division 

4. Network and Security Operations Division 

5. Service and Business Management Division 

6. Washington DC Operations Division 

To appropriately align with its new structure and to meet its goals for improved customer 

services at lower costs, OITO seeks to award the next iteration of EPA’s enterprise IT support 

through the ITS EPA III program. This TO will specifically focus on providing support to OEI 

end users, both current and future, and end user devices and applications through an Information 

Technology Infrastructure Library (ITIL) IT Service Management (ITSM) customer-focused 

framework.  

C.1.1   PURPOSE 

The purpose of this task order (TO) is to deliver and maintain secure, stable and effective IT 

services that increase productivity by minimizing down time while enhancing the work 

environment for users in the office and working remotely. With the utilization of the ITSM 

framework, OITO strives to improve IT service management and implementation by integrating 

IT tools, resources and services that will allow users, support staff, and contractors to share real 

time information, in support of the Agency’s mission.  

C.1.2   AGENCY MISSION 

The EPA’s mission is to protect human health and the environment. Since 1970, EPA has 

worked for a cleaner, healthier environment for the American people. EPA has 20,000 users that 

will receive support from this Task Order. EPA has offices across the country, including offices 

in Washington, D.C.; 10 regional offices; and more than a dozen laboratories and other locations. 

EPA users come from a variety of disciplines; more than half are engineers, scientists, and policy 

analysts. In addition, many employees are legal, public affairs, financial, information 

management, and computer specialists. EPA is led by its Administrator, who is appointed by the 

President of the United States and confirmed by the United States Senate. 

OEI manages the life cycle of information to support EPA’s mission of protecting human health 

and the environment. OEI’s mission is to identify and implement innovative information 

technology and information management solutions that strengthen EPA’s ability to achieve its 

goals. OEI is focused on the quality, efficiency, and reliability of the technology used to execute 

the mission of EPA.  

C.2   SCOPE 

The scope of this TO includes delivering, managing, and evolving end user IT services, 

communication and collaboration tools, and end user devices and applications for the entire EPA 

enterprise. The EPA enterprise consists of approximately 20,000 users. EPA requires an ITIL-

based, flexible, and highly integrated and increasingly cloud solution. OITO’s IT services must 

support a mobile workforce with a consistent user experience. While this TO primarily supports 

government furnished equipment (GFE) end-user devices, IT services and solutions are provided 

to other devices either by a secure remote access solution or virtual desktop solution (VDI).  
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At the program level, OITO has a requirement to acquire contract support to provide innovative, 

agile, and scalable cost effective solutions to assist in the provisioning of quality IT services to 

the Agency. By aligning IT services with agency business goals, the IT infrastructure remains 

reliable, allows for flexible levels of service, improves operational efficiency and agility, and 

provides for cost effective solutions. The following overall objectives that apply to all technical 

and engineering solutions under the ITS EPA III program: 

a. Strengthen technology support and services delivery provided to Agency customers 

through the use of a process driven approach of the Information Technology 

Infrastructure (ITIL) framework. Utilizing this framework should result in enhanced IT 

service quality and service delivery while lowering total cost of IT ownership. 

b. Provide reliable contact for OEI’s customers to facilitate restoration of normal operation 

services with minimal business impact on the customer within agreed to service levels 

and business priorities. 

c. Track and communicate IT service availability, performance, and infrastructure capacity 

from the high, strategic level all the way down to the granular level; providing a holistic 

mechanism for clarity, insight and better decision making on important IT driven 

business issues. 

As a key part of the Information Technology Services (ITS) EPA III program, this TO will be 

responsible for interfacing with end users and supporting end user functions. The overall scope 

of this TO specifically covers end-user devices and associated services, including workstations, 

laptops, printers, mobile devices, desktop operating systems (OSs), and applications. Specifically 

excluded from the scope are servers (physical and virtual servers and associated storage, and OSs 

optimized for multiple simultaneous use, application platforms and Middleware); identity and 

access management; high-performance computing servers and storage; Arc-Sight and FireEye 

systems and the infrastructure directly connected with them; and public cloud computing.  

The successful delivery of these services requires cooperation and coordination between the 

contractor, the Government, and third party contractors.  

The contractor shall assist the Government in coordinating with the following groups: 

a. Other ITS EPA TOs, specifically TO2, Hosting and Infrastructure Support;  

b. EPA-internal contracts such as those for network support services and voice services; and  

c. EPA regional O&M and local support contracts. 

C.3   CURRENT INFORMATION TECHNOLOGY (IT) ENVIRONMENT 

EPA operates and maintains a complex network of devices and services with the goal of 

providing optimal end-user support across the agency. The coordination and communication 

across tasks and TOs is paramount to the agency’s success. The customer base consists of EPA 

Headquarters, field offices, regional offices, and labs. 

OEI provides support to all EPA offices and locations through a Working Capital Fund (WCF) 

reimbursement-based process. Many of the services offered by OEI are utilized enterprise-wide, 

but EPA regions provision some IT services through regional contracts. 

Under ITS II, IT system and network interdependencies that crossed TO boundaries often 

resulted in compromised accountability. It is often the case in IT systems that a problem can be 

solved in multiple ways, and the tendency is for stakeholders to characterize the problem as 
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belonging to another party and to suggest that the other party fix it. Where available approaches 

to problem solving also cross TO lines, this requires agency management to step in and 

adjudicate disputes, leading to lost time while draining management resources. In worst case, the 

actions of one contractor have the ability to negate the accomplishments or benefits achieved by 

a different contractor. 

One of the major overarching goals of the ITS EPA III program is to improve the customer 

experience by ensuring a consistent face to the customer through a single contractor that 

manages the high-touch technical support for end users as well as the devices, applications, and 

collaboration tools that end users most frequently interact with.  

For ITS EPA III TO1 – End User Services, customers of the services to be provided include 

essentially all EPA employees and all on-site EPA support contractors that use EPA systems. 

While most services provided in the FEDSIM-awarded TO will be utilized EPA-wide, some 

services will initially be utilized by EPA HQ and Labs only (e.g. Desktop services includes 

approximately 12,500 deployed desktops/laptops, but OEI recognizes that EPA regional office 

locations could begin to fully utilize these services and the numbers may increase incrementally 

up to 25,000 deployed desktop/laptop units). The General Public is a user of the services to the 

extent that the help desk will refer inquiries from the public to appropriate EPA Program Offices, 

however, this is estimated at less than 1% of the calls received annually. Users include 

alternative work-site users, mobile users, and users on national and international travel. 

Executive users (premier support) receive specific support services.  

The EPA maintains both the EPA call center and a separate help desk to provide IT and related 

support to EPA’s end users. The call center is the single point of contact for EPA end-users and 

customers to report incidents, submit requests, seek advice, and register complaints about EPA’s 

IT infrastructure, applications, and programs supported in the environment. The EPA call center 

provides Tier 1 support to users of EPA’s internal infrastructure as well as applications and 

systems owned by various EPA Offices. The call center also provides an interface for users to 

other service management functions, such as change management, problem management, 

configuration management and release management. The help desk, currently known as EZ 

Tech, supports approximately 11,500 EPA and contract staff. These users are disbursed 

throughout Headquarters and EPA labs. 

The EPA Call Center toll-free number (1-866-411-4EPA (4372)) is published across EPA 

websites as well as listed under the help menu for various applications. EPA is currently 

transitioning ownership of this phone number to the Government. Additionally, the EPA Call 

Center and help desk uses the following EPA-owned mailboxes for email request: 

epacallcenter@epa.gov and eztech@epa.gov. These email addresses are published on EPA web 

pages as either a direct link or an aliased link which auto-routes the “contact us” emails to the 

EPA Call Center. The EPA Call Center also has a toll-free TDD number (1-866-489-4900), and 

international phone number (703-889-1510).  

The following is a snapshot of OITO’s current user base, end points, software/applications, and 

activities as it relates to end user support: 

EZTech Help Desk Support 

a. PC Help Desk Support for 11,000 users located onsite at EPA locations in the 

Washington DC area, Cincinnati, OH, Research Triangle Park, NC and remote EPA labs 
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and field sites. Includes provisioning, support, management and de-provisioning of 

laptops, desktops, accounts and software for end users. Providing remote assistance 

(using Bomgar), deskside support and a “walk up center.”  

b. Processed nearly 90,000 requests annually for Enterprise Service Desktop/Call Center 

Support Services. 

c. IT Service Desk utilizes Interactive Voice Response system and Remedy system.  

d. “How to Help Center” telephone support (Vitalyst) providing just in time help for users 

on standard applications and tools.  

e. Assistive Technology Center (ATC) to provide evaluation of IT tools prior to deployment 

and support for assistive technology users 

Enterprise Desktop Hardware and Software 

a. Dell Desktop Computers: 1,737 

b. Dell Laptop/Notebooks: 10,846 

c. Dell Venue Tablets (Windows 8 currently to be replaced by Windows 10) 

d. Monitors: 15,729 (1 monitor for each computer + 25% estimate for users with dual 

monitors) 

e. Printers: 2,213 (network attached), 470 (local printers) 

f. Operating Systems (Windows 7, migrating to Windows 10 in 2017) 

g. Tivoli Endpoint Manager (BigFix) to manage endpoints and distribute patches 

h. Microsoft Deployment Toolkit (MDT) and Zero Touch deployment of images for 

desktops 

i. Symantec EndPoint Protection (converting to McAfee in 2017) 

j. Bomgar, BitLocker, and Beyond Trust support tools. 

k. Virtual Desktop Infrastructure (VDI) – Pilot was completed and implementation of 

permanent infrastructure in progress. Implementation, completion and service initiation 

targeted for mid-2017. OEI anticipates using VDI to provide remote access to EPA for 

off-site contractor staff.  

Mobile Devices 

a. Approximately 4500 iPhones, 300 iPads and 1000 other cellular devices (MiFi devices, 

non-smart phones, monitoring devices) 

b. Approximately 100 Windows phones (standardizing on iOS devices)  

c. Currently use MaaS360 MDM, Apple and Office365 tools to manage secure mobile 

devices. 

Collaboration Solutions 

a. Microsoft Office365 Government Community Cloud – Exchange, OneDrive, SharePoint, 

Skype  

b. OfficePro Plus – Outlook, Word, PowerPoint, Excel, OneNote 

c. IBM Lotus Notes – Legacy email and database applications. Migrating remaining email 

by end of 2017. Eliminating, archiving and migrating Notes applications in 2017. They 
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are working with other contractors to support Lotus Notes, and working to migrate email. 

Assisting with archiving and removing Notes.  

d. Audio conferencing – currently use InterCall Reservationless-Plus as well as Avaya 

conferencing capability for small audio conference calls. 

e. Video conferencing – approximately 900 Cisco Tandberg units (500 desk units and 400 

conference units). Support video bridging capability within and outside of the Agency 

and provide call assistance for over 4000 calls per year. Migrating away from desk units 

starting 2017 toward use of Skype at the desktops. Evaluating Skype Conference Room 

options as well as tools to integrate Tandberg with Skype (Pexip) 

f. Web conferencing – Use Adobe Connect Seminar rooms as well as basic web 

conferencing features in addition to Microsoft Skype. Anticipate transitioning to Skype 

for basic web conferencing over the next year. 

For the future environment, coordination and communication across tasks and separate task 

orders is paramount. Interfaces include, but are not limited to other divisions within OITO, 

customers, contractors, Agency Teams, and other technology experts required to deliver the 

services specified in this task order.  

C.4   FUTURE STATE IT ENVIRONMENT 

EPA seeks tangible, outcome-oriented opportunities to catalyze and support technology 

innovation across the range of the Agency’s work. OEI has reorganized to align IT services to be 

more efficient and responsive to customer business needs. In addition to OEI’s reorganization, 

OITO decided to realign IT services from disparate contracts into the ITS EPA III portfolio. This 

Task Order seeks to improve and standardize service delivery, end user support, and promote an 

integrated IT environment. EPA seeks cost-effective, innovative technology solutions that 

eliminate or significantly reduce adverse impacts to natural resources in a manner that promotes 

environmental health and sustainability, and solves current and emerging environmental and 

public health problems. 

EPA has designed policies, regulations, standards, and procedures to leverage technology 

innovation across the organization. OEI requires information systems that are aligned with 

emerging technologies, and through this effort seeks to facilitate public-private partnerships that 

bring new technologies into EPA to provide optimal support for end users.  

Specifically, OEI is interested in a comprehensive IT solution focused on process reengineering 

to integrate EPA policies and processes to an ITIL framework. OEI is currently supported by 

disparate IT services, and hopes to realign to a consolidated service implementation. Over the 

life of this task order, EPA must continue service operations in a consistent, reliable manner 

without detrimental impact to the end user as the transformation to ITIL occurs. This 

consolidated approach aligns with EPA’s strategic goal to improve technologies, focused on 

novel solutions to replace, rather than incrementally improve the status quo of existing systems 

and approaches.  

OEI recognizes that transforming services to a comprehensive full lifecycle ITIL Service 

delivery model requires an organization to make significant changes to its current business 

processes, and service delivery policies and practices. Any level of transformation at an 

enterprise level also requires significant user adoption and cultural awareness, which OEI 

recognizes as part of this transition process. OEI has turned to industry partners to examine EPA 
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current standards, policies, and processes to provide integrated solutions, recommendations, and 

a performance roadmap to support the transition to an ITIL framework.  

C.4.1 IT Service Management 

a. Create and maintain value for EPA end users through an enhanced service delivery model 

that is focused on operational excellence, innovation, and repeatable processes.  

b. Ensure high quality services are delivered effectively and efficiently. 

c. Contain costs to the Agency by utilizing industry best-practices in providing support and 

services.  

d. Minimize EPA Government staff’s hands-on intervention and involvement in operations.  

e. Resolve incidents and problems rapidly and effectively. 

f. Continually measure and improve processes and IT services to increase efficiency and 

effectiveness. 

g. Provide a recommended structure for a tiered service desk approach based on segments 

of the EPA’s employee population (e.g. role based such as On-Scene Coordinators, 

Administrative Staff, & Executive Staff and/or service levels such as bronze, silver and 

gold) 

h. Provide recommendations for an OITO billing model (e.g. seat vs. ticket) to clients that 

are scalable and cost efficient. The proposal shall not include the billing for abandoned 

calls or different rates based on the type of call.  

i. Service Desk should be a single point of contact for responding to all issues, incidents, or 

how-to requests. EPA would like to transition away from a break/fix help desk model to a 

Service Desk that provides end-to-end customer support and just-in-time training.  

C.4.2 Mobility and Collaboration Solutions  

a. Provide a secure, stable, and customer-oriented user experience enabling access to 

applications and information while working remotely on any device, GFE or non-GFE. 

b. Improved management of mobile devices (laptops, iPhones and iPads) including easier 

updates and improved security of EPA data.  

c. Unify and simplify the work and collaboration experience through a unified 

communications platform primarily based on Office365  

d. This may expand to more users than the current number of users supported 

e.  In the future, EPA is interested in using a mobile device management (MDM) for 

devices other than mobile devices, such as laptops (PC and MAC, etc.). For mobile 

device management, EPA currently uses MaaS360. As part of continuous service 

improvement, the contractor shall provide suggested areas to improve performance 

including replacement of existing GFE software to ensure the highest levels of 

performance to our customers.  

C.4.3 End-User Support Services 

a. Provide a consolidated call center, PC help desk and “how to” service available agency-

wide (i.e. Enterprise IT Service Desk).  

b. Provide a secure, stable, and customer-oriented desktop support experience that provides 

end users the tools and services necessary to achieve the mission of the Agency. 
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c. Support multiple PC configurations including Windows OS, Apple OS (MACs), Linux 

OS, and Virtual Desktops. Support commercially available software (previously referred 

to as Commercial Off the Shelf (COTS)) as well as EPA standard applications. 

d. Incorporate a technology refresh cycle as part of regular operations. The new contractor 

will be required to develop a plan for refreshing computer hardware on an on-going basis 

as warranties expire. This will reduce the risk of hardware failures and eliminate the need 

to replace thousands of equipment units within a short period of time. This is to include 

not only end user devices (e.g. laptops and desktops) but also coordination with back end 

infrastructure systems. 

e. Implement solutions to engage and empower customers in order to improve productivity 

and their interaction with the service desk. This should include providing multiple 

methods for customer access such as, but not limited to, phone, email, messaging, and 

walk-in center. This should also include support for just in time “how to” assistance and 

Tier 0/Self Service. 

f. Ensure effective ticketing methods and processes that map to customer credentials (e.g., 

O365, Active Directory, etc.) to allow for easy ticket tracking, reduced repeat calls and 

effective trend analysist.  

g. Provide an IT service support management tool to manage the support and delivery of IT 

services. The system will enable the tracking of all incidents, problems and tasks for each 

user from start to end; will enable effective trend analysis; will enable prioritization of 

work based on criticality and user identity; will provide for appropriate escalation of 

issues and problems and improve root cause isolation and resolution.  

h. Provide an asset management capability that can share data with EPA’s Oracle based 

financial system, eBusiness and/or the Agency’s Property Management System, 

Sunflower. 

i. Provide onsite support for all COOP exercises and in the event of an actual COOP 

activation at either the primary site in Mt. Weather, VA or at another failover site, if 

necessary. 

j. Provide expansion capabilities able to accommodate increases in user base or advances in 

technology.   

C.4.4 Enterprise Desktop Software  

a. Provide a centralized model for deploying, managing, patching and upgrading EPA 

standard OS and software, maintain and manage security of EPA endpoints and EPA data 

and continually work to improve the security while maintaining operational accessibility.  

b. Software Asset Management of enterprise endpoint software to ensure cost optimization, 

efficient utilization and appropriate disposition of software assets 

c. Provide support for Office365, OfficePro Plus, and endpoint management tools to 

provide an exceptional user experience with the basic toolkits for all employees. 

d. Provide support for Lotus Notes, consolidating and eventually eliminating Lotus Notes 

completely.  

C.4.5 Agency Standard Support Times 

a. Tier 1 remote support shall be from 0600 – 2100 (Local Time), M-F 
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b. Tier 2 (On-site) Deskside Support shall be from 0600 – 1800 (Local Time), M-F 

c. Tier 3 (SME) remote support shall be from 0600 – 2100 (Eastern Time), M-F 

d. Scheduled outages and maintenance may occur only between the hours of 2100 – 0500 

(ET) 

e. Premier Support remote shall be provided remotely from 0600 – 2100 (ET), Weekends 

and Holidays 

f. Premier Support shall be provided on-site (Headquarters only) from 0600 – 2200 (ET), 

M-F 

g. After hours and emergency on-site and/or remote support shall be provided as needed 

C.5   OBJECTIVE 

The overall objective of the ITS EPA III program is to consistently deliver IT services that are 

reliable, well-coordinated, and highly available across all IT service areas, with the ability to 

rapidly scale in response to EPA OEI’s dynamic, customer-focused environment. OEI would like 

to achieve transformative solutions that improve IT service delivery through the leverage of it 

ITIL framework. 

This TO provides support to end users throughout the EPA, with offices across the continental 

United States as well as overseas.  

OITO’s high-level objectives for this TO are as follows: 

a. Highly responsive and consistent end user support to all applicable EPA users, both 

current and future; 

b. Effective and insightful ITSM customer-focused framework to ensure value to end users; 

c. Improved IT services that reduce costs to EPA; 

d. Coordination among all task areas to deliver a fully integrated and coordinated solution 

for EPA users; and 

e. Communication and coordination with other EPA offices and TOs that are delivering 

network support services, voice services, and hosting and infrastructure support, and are 

critical to the success of OITO and the customers it serves. 

C.6   TASKS 

C.6.1   TASK 1 – PROVIDE PROGRAM MANAGEMENT 

The contractor shall provide program management support under this TO. This includes the 

management and oversight of all activities performed by contractor personnel, including 

subcontractors, to satisfy the requirements identified in this Performance Work Statement 

(PWS). The contractor shall identify a Program Manager (PM) by name that shall provide 

management, direction, administration, quality assurance, and leadership of the execution of this 

TO.  

C.6.1.1   SUBTASK 1-1 – COORDINATE A PROJECT KICK-OFF MEETING 

The contractor shall schedule, coordinate, and host a Project Kick-Off Meeting at a location 

approved by the Government. The meeting will provide an introduction between the contractor 

personnel and Government personnel who will be involved with the TO. The meeting will 



SECTION C –SUPPLIES OR SERVICES AND PRICES/COSTS  

 

Task Order GSQ0017AJ0036               PAGE C-10 

Modification PO33 

provide the opportunity to discuss technical, management, and security issues, and travel 

authorization and reporting procedures. At a minimum, the attendees shall include Key 

contractor Personnel, representatives from the directorates, other relevant Government personnel, 

and the FEDSIM COR. The contractor shall provide the following at the Kick-Off Meeting: 

a. Transition-In Plan  

b. Draft Project Management Plan 

C.6.1.2   SUBTASK 1-2 – PREPARE A MONTHLY STATUS REPORT (MSR) 

The contractor shall develop and provide an MSR (Section J, Attachment F) using Microsoft 

(MS) Office Suite applications, by the tenth of each month via electronic mail to the Technical 

Point of Contact (TPOC) and the COR. The MSR shall include the following:  

a. Activities during reporting period, by task (include on-going activities, new activities, 

and activities completed, and progress to date on all above mentioned activities). Each 

section shall start with a brief description of the task. 

b. Problems and corrective actions taken. Also include issues or concerns and proposed 

resolutions to address them. 

c. Personnel gains, losses, and status (security clearance, etc.). 

d. Government actions required. 

e. Schedule (show major tasks, milestones, and deliverables; planned and actual start and 

completion dates for each). 

f. Summary of trips taken, conferences attended, etc. (attach Trip Reports to the MSR for 

reporting period). 

g. Accumulated invoiced cost for each CLIN up to the previous month. 

h. Projected cost of each CLIN for the current month. 

C.6.1.3   SUBTASK 1-3 – CONVENE TECHNICAL STATUS MEETINGS 

The contractor PM shall convene a monthly Technical Status Meeting with the TPOC, COR, and 

other Government stakeholders. The purpose of this meeting is to ensure all stakeholders are 

informed of the monthly activities and MSR, provide opportunities to identify other activities 

and establish priorities, and coordinate resolution of identified problems or opportunities.  

C.6.1.4   SUBTASK 1-4 – PROVIDE RECORDS MANAGEMENT 

The contractor shall create and maintain files that document the processing of work products, 

deliverables and other associated information pertaining to tasks performed under this TO. The 

contractor shall provide an EPA portal, or utilize EPA’s SharePoint Online where all files will be 

stored and maintained. Examples of files include the following: 

a. Documentation providing traceability and rationale for the contractor's technical program 

decisions. 

b. The latest internally controlled version of all specifications, drawings, databases, and 

software that define or implement the system. 

c. Detailed Standard Operating Procedures 

d. All configuration management documentation. 

e. TO work products and deliverables. 
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The contractor shall provide EPA OEI access to all records to ensure mission support is not 

interrupted. Upon completion of the TO, the contractor shall turn over all such records to EPA 

OEI in approved formats. 

C.6.1.5   SUBTASK 1-5 – PREPARE A PROGRAM MANAGEMENT PLAN (PMP) 

The contractor shall document all support requirements in a PMP. The PMP shall: 

a. Describe the proposed management approach. 

b. Contain detailed Standard Operating Procedures (SOPs) for all tasks. SOPs for historical 

contract information shall be provided post-award; however the contractor shall provide 

industry best practices when coordinating SOPs with the Government. 

c. Include milestones, tasks, and subtasks required in this TO. 

d. Include the contractor’s Concept Of Operations (CONOPS) Plan. The CONOPS shall 

include the organization chart, staffing plan to include staffing hours of availability 

versus on-call staffing, facility locations and contact information for the main POCs, 

timelines, general operating procedures, and escalation procedures for after-hours 

support, staff training policies, transition plans, and any additional information the 

contractor considers relevant. 

e. Include the contractor’s Quality Assurance Quality Control Plan (QAQC). 

The contractor shall provide the Government with a draft PMP on which the Government will 

make comments. The final PMP shall incorporate the Government’s comments.  

C.6.1.6   SUBTASK 1-6 – UPDATE THE PROGRAM MANAGEMENT PLAN (PMP) 

The PMP is an evolutionary document that shall be updated annually at a minimum. The 

contractor shall work from the latest Government-approved version of the PMP.  

C.6.1.7   SUBTASK 1-7 – PREPARE TRIP REPORTS 

The Government will identify the need for a Trip Report when the request for travel is submitted. 

The contractor shall keep a summary of all long-distance travel including, but not limited to, the 

name of the employee, location of travel, duration of trip, and point of contact (POC) at travel 

location.  

C.6.1.8   SUBTASK 1-8 - TRANSITION-IN PLAN 

The contractor shall ensure that there will be minimum service disruption to vital Government 

business and no service degradation during and after transition. The Government would like to 

have user profiles, incident management, and access to open tickets by the completion of 

contractor transition-in. It is anticipated that all transition activities will be completed 90 days 

after approval of final Transition Plan. The contractor shall propose a draft Transition-In Plan 

with proposal, an updated Transition-In Plan at kick-off meeting, and a final Transition-In Plan 

within 5 workdays after Government review and comments. 

C.6.1.9   SUBTASK 1-9 – IMPLEMENT TRANSITION-IN PLAN 

The contractor shall implement its Government-approved Transition-In Plan. EPA anticipates a 

transition period lasting 90 calendar days. The contractor shall perform all services, tasks, and 
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any other support activities required to transition service operations from the outgoing contractor 

during this period culminating with the cutover to be negotiated by the Government. The 

contractor shall propose a solution to seamlessly transition work from the incumbent contractor 

and baseline the services as currently provided.  

Once services are fully transitioned and stabilized and the outgoing contractor transition-out 

period has ended, the contractor, with Government approval shall begin transformation from the 

inherited as-is environment to the contractor’s proposed solution. 

C.6.1.10   SUBTASK 1-10 - UPDATE MANAGEMENT DASHBOARD  

The contractor shall update EPA’s Project Management Dashboard and provide real-time or near 

real-time information for each project as needed. EPA currently utilizes EPMLive, and will be 

migrating to Microsoft Project Online.   

This information update shall include: 

a. Project description 

b. Stakeholders  

c. Customer/Business owner 

d. Milestones and dates (planned and actual) 

e. Planned and actual costs 

f. Risks and planned mitigation strategies 

g. Metrics for incident analysis, containment, countermeasures, and other relevant 

information for support systems 

The contractor shall develop and maintain a master schedule of development and releases 

planned across the enterprise supported by this TOR within the PMP. This schedule shall be 

maintained current and compared with actual results to ensure best available data is developed 

and captured.  

C.6.1.11   SUBTASK 1-11 – PROVIDE COMMUNICATIONS SUPPORT SERVICES 

The contractor shall provide the following communication support services to maximize IT 

efficiency and stakeholder satisfaction throughout the EPA enterprise: 

a. Strategic Communications: proactively deliver an ongoing campaign to identify IT tasks 

which can be solved by the end user without help desk support; draft communication 

(e.g., web pages, emails) to guide users through the self-help steps; and promote that 

content.  

b. Operational Communication: develop and deliver communications about OEI’s IT 

systems and tools. Communications shall use all channels, including using emails, 

posters, social media, etc. Communications shall be both broadcast (all EPA employees) 

and targeted (for example, all users of a certain device or all users in a certain region). 

Subject matter shall include system outages, system updates, and other end-user-targeted 

information.  

c. Data Analytics: provide frequent reviews of data such as help desk tickets, surveys, and 

social media interactions to determine audience needs and deliver information to end 

users to achieve strategic goal of expanding end-user knowledge and self-help processes 
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of IT systems. This review shall include a report and recommendations for content 

management. Assist with implementing those recommendations and tracking their 

impact.  

d. Change Management: develop campaigns of both communication and training to 

facilitate maximum user adoption with new and existing systems. This shall require 

working in concert with IT project teams and EPA's Office of Communications.  

e. Usability and Accessibility: identify and implement ways to make all end-user-targeted 

content compliant with Section 508 of the Americans with Disabilities Act, as well as 

using best practices for User Experience. 

C.6.1.12   SUBTASK 1-12 – CONTINUOUS SERVICE IMPROVEMENT (CSI) 

The contractor shall provide continuous improvement services to enable EPA OEI to reach new 

levels of performance while reducing costs. In partnership with EPA OEI, the contractor shall 

recommend processes and technology improvements (tools, processes, methodologies, etc.) that 

will increase efficiency and enable EPA OEI to continue to provide best value services to its 

customers. The contractor shall identify improvements and establish a baseline as a benchmark 

for metrics. After approval by the TPOC or designee, the contractor shall implement support 

recommendations and track the progress by capturing metrics against projected improvement. 

The contractor shall establish and maintain a CSI register. The contractor shall report on 

performance of implemented support improvements, issue reports on IT service area 

performance, and identify possible product/service enhancement opportunities for improved 

performance and potential cost savings.  

The contractor shall develop and maintain an effective Quality Assurance Quality Control Plan 

(QAQC) that provides a standard, formal, and consistently applied approach for quality 

management, including quality requirements and criteria, key IT processes and their sequence 

and interaction, and the policies, criteria and methods for defining, detecting, correcting and 

preventing non-conformity and potential quality gaps. The contractor shall: 

a. Develop and maintain a QAQC for this TO that documents the structure, responsibilities, 

and procedures required to achieve effective quality management through planned and 

systematic activities, including industry standards such as ITIL, Federal Information 

Security Management Act (FISMA) and business requirements established by EPA 

operating units. 

b. Document the standards, guidelines, and processes to monitor, measure, adjust and report 

quality indicators of performance. 

c. Verify project products and activities against the applicable procedures and standards 

documented in the QAQC. 

d. Include a Customer Satisfaction Program (CSP) in the contractor’s QAQC. The CSP 

shall include monthly, quarterly, and annual customer assessments and reviews and shall 

be reported in the Monthly Status Reports.  

e. Make the QAQC and CSP available for government review and approval. 

f. Establish, maintain, and update a QAQC documentation repository where all quality 

management records, reports, and plans are stored and provide Government free and open 

access to the repository at all times. 
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g. Implement an outreach program to include town hall meetings and other stakeholder 

sensing methods to define possible areas of improvement. 

C.6.1.13   SUBTASK 1-13 - TRANSITION-OUT 

The Transition-Out Plan shall facilitate the accomplishment of a seamless transition from the 

incumbent to an incoming contractor/Government personnel at the expiration of the TO. The 

contractor shall provide a Transition-Out Plan NLT 9 months prior to expiration of the TO. The 

contractor shall identify how it will coordinate with the incoming contractor and/or Government 

personnel to transfer knowledge regarding the following: 

a. Project management processes  

b. Points of contact including individuals who will be responsible for fully briefing their 

follow-on counterparts 

c. Location of technical and project management documentation to include any SOPs 

d. Status of ongoing technical initiatives 

e. Appropriate contractor to contractor coordination to ensure a seamless transition 

f. Transition ownership of 1-866-411-4EPA (4372), and any other end user help/service 

telephone numbers and/or email addresses, to EPA or to an EPA-designated agent 

g. Transition of Key Personnel 

h. Schedules and milestones 

i. Actions required of the Government 

j. Data and system transfer methodology and schedule 

The contractor shall also establish and maintain effective communication with the incoming 

contractor/Government personnel for the period of the transition via weekly status meetings.  

C.6.1.14   SUBTASK 1-14 – IMPLEMENT TRANSITION-OUT PLAN 

The contractor shall implement its Transition-Out Plan no later than (NLT) 90 calendar days 

prior to expiration of the TO. 

C.6.2   TASK 2 – PROVIDE IT SERVICE STRATEGY SUPPORT  

The contractor shall provide EPA with overarching IT Service Management strategic guidance 

and planning for obtaining and providing innovative and optimal service and performance 

delivery across the enterprise.  

C.6.2.1   SUBTASK 2-1 - PROVIDE STRATEGIC PLANNING SERVICES 

The contractor shall provide recommendations on the design, development, implementation, and 

maturation of IT service management, not only as an organizational capability, but also as a 

strategic asset. The contractor shall provide recommendations on the principles underpinning the 

practice of IT service management to aid the development and maturation of OEI service 

management policies, guidelines, and processes. 

The contractor shall assist OEI in translating IT strategic goals, commitments and objectives into 

actionable plans, tasks, activities, technology and/or process solutions, possible alternatives, the 

estimated costs for the various options, and the potential risks associated with each alternative. 
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The contractor shall develop and implement IT Service Management Plans, practices, and 

systems utilizing industry best practices to optimize enterprise-wide IT service delivery and 

improve operational performance with minimal impact on the IT enterprise. 

C.6.2.2   SUBTASK 2-2 - PROVIDE SERVICE FINANCIAL MANAGEMENT  

The EPA’s Working Capital Fund (WCF) is an intra-agency revolving fund used for managing 

common administrative services and represents the Agency’s IT Service Catalogue. Funding of 

the EPA WCF is provided by fees collected from other Agency appropriations and other federal 

agencies to offset costs incurred for providing Agency support. The contractor shall provide 

financial information and management for IT services delivered under this TO (see Section J, 

Attachment G for additional WCF billing details). The contractor shall identify charges to 

internal and external clients according to use (i.e. a functioning equitable and transparent service 

charge back mechanism in place across the enterprise). The contractor shall identify IT services 

assets and customers, assist with the valuation of services and once approved, report the costs by 

asset and customer. The contractor shall deliver an accrual report on the 20th of each month that 

covers all labor and estimated labor for that period from the end of the prior period invoice 

through the end of the calendar month.   

C.6.2.3   SUBTASK 2-3 - PROVIDE SERVICE PORTFOLIO MANAGEMENT 

The contractor shall assist EPA OEI in managing an enterprise-level IT service portfolio that 

provides customers with a pre-defined set of available EPA OEI products and services. The 

contractor shall identify, prioritize, and recommend service opportunities that create business 

value. The contractor shall manage the portfolio of services delivered under this TO. The 

contractor shall maintain a complete and accurate service pipeline list of all services under 

consideration or development; a service catalogue of all operational services and those available 

for deployment; and a repository containing information about services that are phased out or 

retired.  

C.6.2.4   SUBTASK 2-4 - PROVIDE SERVICE DEMAND MANAGEMENT  

The contractor shall perform activity-based demand management. The contractor shall assist 

EPA OEI with the analysis of business activity and user profiles that generate demand, and 

develop forecasts for expected changes in service demand and future IT resource capacity and 

availability requirements. The contractor shall recommend and develop business cases for new 

technologies to meet demand. The contractor shall recommend techniques to influence and 

manage demand in such a way that excess capacity is reduced but the business and customer 

requirements are still satisfied. 

In response to capacity, workforce, or workspace changes, the contractor shall complete the 

following: 

a. Conduct a trend analysis on historical data to assess future user IT provisioning needs. 

b. Review license usage and availability to potentially reduce costs to EPA. 

c. Perform capacity planning for workforce changes. 

d. Review maintenance agreements to identify, address, and plan for pending termination 

dates. 
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e. Analyze changing needs across organizations and sites to make recommendations for 

allocation or reallocation of existing IT resources. 

f. Summarize recommendations in the Service Improvement Plan. 

C.6.2.5. SUBTASK 2-5 - PROVIDE COMPLIANCE MANAGEMENT  

The contractor shall provide a well-defined review and reporting process that shall ensure 

compliance with all applicable laws, regulations, mandates, executive orders, directives, and 

contractual requirements stipulated by EPA and any other applicable compliance requirements 

stipulated by an issuing Governmental body. The contractor shall monitor and report proposed or 

pending new governmental, legal, regulatory, and contractual compliance requirements that will 

require any modification, alteration, or change in service delivery. The contractor shall analyze 

new or changed compliance requirements for impact and recommend appropriate alternative 

courses of action to facilitate compliance. The contractor shall identify, develop, and document 

detailed plans for implementing approved changes in service management and delivery. 

C.6.3   TASK 3 -PROVIDE SERVICE DESIGN SUPPORT 

The contractor shall provide EPA’s OEI with service design support to include communication 

and material components in order to improve quality of the service and the productive interaction 

between service and end user. The contractor shall develop service design methodologies that 

align front and back office services to the needs of the end user so that the service is user-

friendly, relevant, and sustainable. The scope of service design is not limited to new services. It 

includes the changes and improvements necessary to increase or maintain value to customers 

over the lifecycle of services, the continuity of services, achievement of service levels, and 

conformance to standards and regulations. 

C.6.3.1   SUBTASK 3-1 -PROVIDE EMERGING TECHNOLOGY AND INNOVATION 

SERVICES 

EPA OEI requires continual improvement within its enterprise to drive efficiencies while 

offering enhanced support to its diverse and increasingly mobile client base. EPA OEI has been 

tasked with achieving continual cost reductions in service through innovation, automation, and 

process refinement. EPA’s OEI requires a methodology to enable piloting and testing to ensure 

that recommended technologies or enhancements do not disrupt or degrade operational services 

to its customers. 

As part of the Emerging Technologies and Innovation Services, the contractor shall: 

a. Develop and implement service design principles, practices, and methodologies to 

convert EPAOEI strategic objectives into actionable and supportable portfolios of well 

integrated IT services and service assets.  

b. Innovate (create new) or improve (modify existing) services to make them more useful, 

usable, desirable for customers, and efficient as well as effective for the organization.  

c. Research and evaluate new and emerging technologies within all areas of EPA OEI 

service delivery for integration into the EPA OEI operational environment upon request 

of the Government. 
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d. Report findings and make recommendations with emphasis on how the new technology 

innovations will enhance service or improve customer use while driving efficiencies in 

terms of cost or performance. 

e. Document the engineering design of any recommended prototype so that it can be used to 

facilitate a pilot phase or detailed service design plan. 

f. Develop and perform pilot programs to ensure recommended technologies or 

enhancements do not disrupt or degrade operational services to EPA OEI customers. 

g. Provide strategy and design support for other Information Technology Service 

Management (ITSM) areas such as Service Operations.  

C.6.3.2   SUBTASK 3-2-PROVIDE INFORMATION SECURITY MANAGEMENT 

SERVICES 

The contractor shall provide system security support to maintain and enhance the security fabric 

of EPA’s end user services by monitoring and managing security risks in cooperation with EPA 

OEI Security staff assigned to Information Security (IS). This includes coordination of regular 

updates of the Enterprise IT Infrastructure Security Plan as an overarching plan with the 

objective of ensuring that all appropriate EPA and Application System’s plans, when examined 

together, provide the appropriate level of coverage of security appropriate to the overall EPA 

OEI infrastructure and Government requirements. The contractor shall coordinate and track 

responses to with the EPA Computer Security Incident Response Capability (CSIRC) (See 

Attachment H – EPA CSIRC Vulnerability Rankings). The contractor shall provide the 

following security and FISMA services: 

a. Support the development, creation, and revision of any Interconnection Security 

Agreements and supporting Memorandum of Agreement/Understanding (MOA/U), 

completed in accordance with National Institute of Standard and Technology (NIST) 

800-47, "Security Guide for Connecting Information Technology Systems," for existing 

and new interconnections. Per NIST 800-47, an interconnection is the direct connection 

of two or more IT systems for the purpose of sharing data and other information 

resources through a pipe, such as ISDN, T1, T3, DS3, Virtual Private Network (VPN), 

etc. Interconnections agreements shall be submitted as appendices to the System Security 

Plan for appropriate FISMA systems. 

b. Provide updated status to assigned Information System Security Officer concerning the 

Plan of Action and Milestones (POA&M) of respective FISMA systems for mitigation 

and improvements on a quarterly basis. 

c. Conduct security-related tasks using automated methods whenever possible, to minimize 

security risks, alert EPA to potential issues, and allow for regular scrutiny of operations 

for any abnormalities in coordination with IS staff, ISSOs and Information System 

Security Managers as requested. 

d. Provide security services oversight and guidance related to hardening and Windows 

Group Policy Object (GPO) administration, basic intrusion detection, antivirus, and 

access control. The contractor shall also provide notification of security breaches and 

implement corrective actions to rectify risks and secure resources and information and 

perform ongoing security diligence and recommendations to improve security monitoring 

to appropriate Government officials and offices. 
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e. Coordinate and assist EPA OEI in the necessary activities and in providing the necessary 

documentation to meet FISMA security requirements and EPA Policies for a Moderate 

Impact” system. This requirement includes support for the following activities: 

1. Authorization and Accreditation Support 

2. Risk Management Register Development, Management, and Maintenance 

3. System Remediation Support 

4. System Hardening Support 

5. System Scanning Support 

6. Policy Modification Support 

7. Process/Procedure Development Support 

f. Coordinate and assist EPA OEI to ensure all systems are protected against external and 

internal security threats. 

g. Coordinate and assist EPA OEI to ensure all systems have Authority to Operate (ATO). 

h. Coordinate and assist EPA OEI to ensure new systems have Interim ATO at the 

appropriate time. 

i. Coordinate and assist EPA OEI when obtaining the information required when a 

Authority to Test (ATT) is needed for conducting a proof of concept and/or pilot  

j. Coordinate and assist EPA OEI to maintain authentication venues for the enterprise and 

appropriate business line applications. 

k. Coordinate and assist EPA OEI to ensure security tasks comply with the latest version of 

all applicable regulations, policies, procedures and standards.  

C.6.3.3 SUBTASK 3-3 SERVICE LEVEL MANAGEMENT  

The contractor shall provide service level management to ensure EPA OEI services are delivered 

to the agreed upon service and quality levels and that they match the expectations and business 

needs of the customer in a cost-effective manner. Service levels will change throughout the life 

of the TO as the posture of EPA OEI changes. 

The contractor shall manage, monitor, measure, and report on the ongoing overall service 

delivery performance across all IT service areas with the overall goal of improving them at an 

acceptable cost. Reports shall provide performance analysis and assessment of each individual IT 

service area, as well as incorporate an analysis and assessment of the overall end-to-end 

performance achievement obtained across all service areas. 

The contractor shall report service level performance through the Enterprise IT Services 

Dashboard. The contractor shall review the current set of performance tools in use by EPA OEI 

and identify any gaps in capability to fulfill the requisite monitoring, measurement, management, 

analysis, and reporting requirements. The contractor shall document and report its findings, 

which shall include potential alternative courses of action to resolve the gaps. 

The draft SLAs embedded in the DRAFT Award Fee Determination Plan (Section J, Attachment 

D) provides the areas that the Government views as important to the success of its operations. 

Additionally, Section J, Attachment I provides a summary of high level historic minimum 

performance levels for service operations. OEI views this reference as representative of 

performance for the current environment (status quo). EPA is seeking to improve the service it 

provides to customers through more innovative methods or approaches that align with ITSM best 
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practices and is interested in measures more accurately tied to the contractor's specific technical 

approach and that, when met or exceeded, provide unified, continuous, end-to-end service 

delivery that results in high customer satisfaction. The expectation is that the measurements and 

monitoring (possibly addressing more than one area of service in a single metric) will result in a 

more holistic approach and view of system performance.  

The contractor shall develop and deliver Operational Level Agreements (OLA) within 60 

calendar days of Project Start. OLAs will address all services provided by the contractor that 

require activities by EPA OEI staff and EPA contractors to support delivery of services under 

this PWS. The Government will provide feedback for incorporation into OLAs. OLAs shall be 

reviewed and updated quarterly to allow for incorporation of new services as they are deployed. 

The contractor shall provide the following deliverables in accordance with Section F: 

a. Service Quality Plan (SQP) - The contractor shall deliver a SQP that will serve as the 

master document for internal management of the services provided and contain detailed 

information on all the IT processes involved in providing the services. 

b. Service Level Requirements (SLRs) - The contractor shall assist in developing SLRs that 

focus on EPA OEI customers and their business needs for new and existing services. The 

contractor shall document SLRs that include detailed information about the customer's 

needs and expectations in terms of performance and level of service. 

c. Service Level Agreements (SLAs) - The contractor shall assist in defining key IT service 

performance indicators that clearly define the essential aspects of the service (such as 

description, availability, quality levels, recovery times, etc.) in a Service Level 

Agreement (SLA). 

d. Service Improvement Plans (SIPs) - The contractor shall review, evaluate, and prepare 

reports on the quality of service and SIP when service delivery does not meet SLRs or 

when greater cost effectiveness is achievable. The SIP shall include clear milestones, 

which will enable EPA OEI to determine whether or not timely progress is being made. 

C.6.3.4   SUBTASK 3-4 - ENTERPRISE IT SERVICE MANAGEMENT 

This integrated solution directly supports EPA's business services and simplifies EPA OEI's 

management and provisioning of unified IT services across the enterprise, resulting in enhanced 

business performance while providing comprehensive visibility into the quality, costs, and risks 

associated with the services provided. 

The contractor shall maintain a complete and accurate Service Catalogue for all services relevant 

to this TO. Currently, EPA OEI utilizes eBusiness for financial and physical asset management. 

The agency level tool for asset management is Sunflower. The contractor is expected to be able 

to share data between its proposed Service Catalogue and asset management solution with 

eBusiness and Sunflower. 

The EPA currently uses a version of the Remedy ITSM v.8 system as its standard service 

management tool for all service desk functions. The Agency currently has 350 concurrent users 

and 1,000 individual access licenses for oversight, viewing, and reporting. The Agency does not 

utilize all modules of the current ITSM Tool. The agency does not currently own this tool, and is 

looking to the contractor to provide an ITSM tool. 

The modules currently used are: 
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a. Incident Management 

b. Change Management 

c. Knowledge Management 

d. Request Fulfillment 

e. Service Level Management 

The historical data from the current system will be archived and maintained by the contractor. 

This archive must take place by the end of contract transition. In addition, EPA’s existing 

Remedy ITSM information (such as open tickets, closed tickets, CSIRC tickets, CTIs, groups, 

asset information, etc.) will be provided to the contractor but does not need to be migrated to the 

proposed ITSM suite. Instead, the contractor is expected to start its’ own Category, Types, and 

Items (CTI) groups and workflows. The successful contractor shall be required to provide a 

transition plan to stand up user profiles, incident management, and address open tickets in the 

proposed ITSM tool.  

The contractor shall recommend a total solution and provide all technical requirements for 

implementation to support this contract. The contractor shall leverage the proposed ITIL 

methodology to the maximum extent practicable in the adoption of the primary ITSM tool and in 

the management and delivery of IT services.  

The contractor shall provide the latest and most stable version and release of the proposed ITSM 

tool so that EPA can take advantage of the newest features and function of the application. The 

Government is open to an on premise or off-premise solution for this effort. The contractor shall 

also keep their instance of the proposed ITSM software and hardware up-to-date, no more than 

one (1) release behind (n-1) and the tool’s most current stable released version. Specifically, the 

tool must have the following features.  

The contractor shall provide Enterprise IT Services Dashboard services. The Enterprise IT 

Services Dashboard shall provide automated and OEI accessible enterprise-wide metrics, 

statistics, and real-time data on Critical Success Factors and Key Performance Indicators (KPIs) 

regarding the provisioning of IT services to support performance management objectives and 

decisions regarding the investment and management of IT resources.  

The contractor shall develop, implement, and maintain, in a readily accessible and easy-to-use 

format, the capability to display (report) information critical to EPA OEI and EPA’s customer 

base on an enterprise-wide basis including, but not limited to, system outages, applications 

issues, and call-center statistics, critical IT services health and performance, and Service Desk 

Ticket status. The contractor shall deliver an Enterprise IT Services Dashboard Plan to be 

approved by the Government prior to the development of the Enterprise IT Services Dashboard. 

The Enterprise IT Services Dashboard shall have a web-based interface and shall use open 

source development to the maximum extent practicable. The Enterprise IT Services Dashboard 

shall not have any corporate markings referencing the contractor.  

The Government shall own the Enterprise IT Services Dashboard data. 

C.6.3.4.1 Operational 

a. Support Service Desk Processes, including: 

1. Incident Management 

2. Problem Management 
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3. Knowledge Management 

4. Change, Configuration, and Release Management 

5. Request Fulfillment 

6. Asset Management 

7. Event Management 

8. Service Level Management 

9. Service Catalog 

10. Service Portfolio 

b. Provide the capability to automatically deliver and manage surveys. 

c. Have the ability to store customer information such as location, contact information, 

name, and position data (in other words customer profiles). 

d. Have the ability to store and track EPA asset information. 

e. Have the ability to create custom work flows that cross multiple disciplines. 

f. Contain Self-help and self-service functions to support 20,000 users. Users should have 

the ability to track and view the status of their tickets. 

g. Allow EPA two billing cycles to submit SLA missed claims. 

C.6.3.4.2 Reporting 

a. Reporting tool shall have embedded automatic reporting and querying capabilities with 

intuitive interface for administration and operational use. Reporting must have capability 

to generate output in PDF, XLS or CVS formats and be easily created by end-user. 

b. Customizable web-based interfaces for multiple roles (i.e., system administrators, 

technicians, primary users and customers) 

c. End user customizable dashboard with easy to create and manage widgets with live data 

and graphics. 

C.6.3.4.3 Integration 

a. Ability to import and migrate data from existing EPA systems to new system 

b. Integrate with existing infrastructure  

1. Desktop – MS® Windows Server 2012, Active Directory, IE 11, Windows 7, 

Windows 10, Microsoft Office, etc. 

2. Single Sign-on capability, and/or Federation or new Identity Access Management 

System 

3. Integration with Oracle, MySQL, or Microsoft SQL Server 

4. Integration with Microsoft Office 365 

5. Integration with Microsoft Exchange. 

6. Integration with standard SMTP and Internet Message Access Protocol (IMAP) email 

servers to allow automatic processing of email by the system. 

7. Integration with EPA standard Asset Management system. 

c. Utilize industry-standard API/data integration layer so that the data can be extracted and 

integrated with other EPA applications and tools (i.e., eBusiness (Agency Service 

Catalog), Active Directory, LDAP) 
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d. Consumable web services for Rich Site Summary (RSS) and other data feeds such as 

Representational State Transfer (REST) or Simple Object Access Protocol (SOAP). 

e. Mobile support solution for on-site or field teams including mobile device hardware 

independent applications. 

f. The ability to create custom Data Objects and Business Processes that link directly to the 

ITSM Data Model allowing for highly modifiable environment for EPA to develop and 

configure. 

g. 508 Compliant 

h. Integration for hardware asset management tools such as barcode readers. 

C.6.3.4.4 Security 

a. NIST compliant 

b. Redundant system failover capability, with geographical dispersed continuity of 

operations 

c. Group level security access for each module. 

d. Allow for granular security access for individual database fields 

The contractor may recommend additional ITSM modules, APIs and licenses throughout the life 

of the TO to enhance performance and/or reduce operational costs. 

The contractor shall provide operational and maintenance support for EPA OEI’s IT system(s) to 

include: 

a. Operate and maintain the ITSM system including software upgrades, system 

troubleshooting, and fulfilling access and applicable change requests. 

b. Provide system administration, configuration, form tailoring, business process 

automation, and third-party integration and data import to support the development, test, 

and production environments. This is inclusive of ensuring previously developed 

customizations stay current with EPA’s organizational and workflow changes. 

c. Manage and maintain dashboards that integrate information from all components of 

EPA’s IT system.  

d. Maintain ITSM processes and workflows. 

e. Complete lifecycle asset and configuration management including mapping the physical 

configuration and inventory data to the CMDB. 

f. Maintain a comprehensive Service Catalogue of all operational IT services and those 

being prepared for production deployment. 

The ITSM solution shall include high availability with automatic failover providing redundancy, 

including active and standby services for automated call distribution (ACD) and integrated voice 

response (IVR).This tool is required to be implemented upon award and completion of the 

transition period. The system should also include: 

a. ACD call routing and priority queuing that can be tailored based on varying business 

needs and/or skill groups; with workflow capabilities.  

b. Call forwarding to a 24 hour EPA NSOC (National Security Operations Center) after 

hours. 
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c. Historical reporting – graphical or tabular reports that allow supervisors and service desk 

managers to manage agents, measure customer experience, measure contract service 

queue performance and access detailed view for each contact made. 

d. Voice menus and queued calls - programmable voice menus with the ability to customize 

queues and options to prompt and collect customer-entered information, as well as 

provision for callers to transfer to any other number or service, including voicemail. 

C.6.3.5   SUBTASK 3-5 - IT SERVICE CONTINUITY MANAGEMENT 

The primary objective of this task is to improve and maintain EPA’s IT readiness response to 

planned and unplanned contingencies through exercise support and a viable COOP and Disaster 

Recovery (DR) Program for critical infrastructure and network security operations. COOP 

support for EPA Headquarters is located in Mt. Weather, VA. National Security Presidential 

Directive-51 (May 9, 2007) (NSPD-51)/ HSPD-20 (May 9, 2007), National Continuity Policy 

specifies certain requirements for continuity plan development, including the requirement that all 

Federal executive branch departments and agencies develop an integrated, overlapping 

continuity capability. The range of recovery services under this functional area covers the 

spectrum from partial loss of function or data for a brief amount of time to a “worst-case” 

scenario in which a man-made, natural disaster, or IT failure results in the loss of the entire IT 

enterprise. Services may be required during any timeframe from initial declaration of a disaster 

to final recovery of all business processes. The contractor shall provide services related to any 

and all methodologies pertaining to DR and business continuity to include: 

a. Adhere to Agency COOP Plans and Mission Essential Playbooks. 

b. Ensure standard and emergency processes and procedures are documented and submitted 

to the designated EPA authority and the EPA CO for approval before implementation. 

c. Assist EPA in preparations necessary for recovery to an operational status and provide 

restoration services after each security event or incident as applicable. 

d. Provide communications capability that permits management to coordinate recovery 

tasks across each of EPA's critical departments and the supporting functions for each of 

those departments. 

e. Maintain a high level of readiness and be capable of implementation, both with and 

without warning. 

f. Ensure that all support staff functions are designed such that no critical function poses a 

single point of failure. 

g. Ensure timely and orderly recovery from an emergency and resumption of full service to 

reduce any complexity, confusion, or exposure to error that may occur. 

h. Ensure the continuous performance of the agency’s essential functions/operations during 

an emergency. 

i. Be operational no later than 12 hours after activation. Take maximum advantage of 

existing agency field infrastructures. 

j. Maintain sustained operations for up to 30 days. 

k. Participate in response team deployments for on-site support requirements on an as-

needed basis. 

l. Research, evaluate, and propose IT infrastructure at the COOP sites(s) on an ongoing 

basis. 
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m. Engineer data redundancy systems to ensure that critical files are available (as defined by 

the COOP Plan). 

n. Assist the Government in designing and coordinating installation of necessary site 

telecommunications that provide multiple, highly redundant communications links as 

defined by the COOP Plan requirement. 

o. Ensure that all availability, resiliency, and recovery mechanisms are appropriately tested 

on a regular basis to ensure optimum ongoing service and system delivery continuity and 

reliability. 

p. Execute annual internal EPA testing and exercising of COOP plans and procedures to 

ensure the ability to perform essential functions and operate from designated alternate 

facilities. 

q. Perform quarterly testing of alert and notification procedures and systems for any type of 

emergency. 

r. Support tests, pre-incident training, and exercises in order to demonstrate and improve 

the agency’s ability to execute the plan. 

s. Provide periodic training sessions and training aides to prepare EPA employees to use the 

specific technology and procedures during the COOP exercise. 

t. Provide updated COOP plans and contingency plans as necessary and review and update 

the EPA OEI playbooks in accordance with Section F. 

u. Provide reconstitution, planning and testing methodologies. 

In situations where impending or predictable events are anticipated (such as weather emergencies 

or transit strikes) EPA may direct and the contractor shall place employees in temporary quarters 

near EPA sites so that operations can continue.  See Section J, Attachment J for COOP and EOC 

Device and A/V Equipment details.  

C.6.4   TASK 4 - PROVIDE SERVICE TRANSITION SERVICES 

The contractor shall provide EPA with support for the full lifecycle of transition of service 

delivery technologies and end-user devices and equipment.  

C.6.4.1   SUBTASK 4-1 - KNOWLEDGE MANAGEMENT SUPPORT 

Knowledge Management includes the analysis, storage, sharing, and reuse of knowledge and 

information to improve efficiency by reducing the need to rediscover knowledge. The contractor 

shall perform knowledge management services to improve the quality of management decision-

making by ensuring that reliable and secure information and data is available throughout the 

service lifecycle to include: 

a. Assist EPA OEI infrastructure operations with defining and developing clear cradle-to-

grave knowledge lifecycle management processes and procedures. 

b. Develop a practical approach to organizing and implementing knowledge management in 

a support environment that encompasses operational objectives in a knowledge initiative 

as well as providing tactical and managerial guidance. 

c. Align processes to support knowledge creation and use that ensures effective integration 

and easy linkages between IT processes, especially between incident, problem, and 

knowledge management. 
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d. Automate the knowledge lifecycle to ensure quality and relevant content is produced in a 

timely manner. 

e. Identify and create reusable content that is relevant and reflects real customer demand in 

the form of incidents and problems. 

f. Simplify knowledge retrieval to allow customers to access knowledge content in context 

of the situation and process where and when they need it. 

g. Measure knowledge creation and utilization, identify gaps and exceptions, and measure 

overall outcomes of knowledge management. 

h. Maintain and enhance the Enterprise IT Service Desk knowledge base. Ensure resolved 

incidents are recorded in a corresponding Knowledge Base article. 

C.6.4.2   SUBTASK 4-2 - PROVIDE CHANGE MANAGEMENT  

The contractor shall provide change management services and participate in change management 

processes to ensure that standardized methods and procedures are used for efficient and prompt 

handling of changes on an enterprise-wide and local/regional scale. The goal of change 

management is to manage the lifecycle of all changes in order to minimize the impact of change 

upon service quality and consequently to improve the day-to-day operations of the EPA OEI 

infrastructure. Change Management covers all aspects of managing the introduction and 

implementation of changes affecting all services and in any of the management processes, tools, 

and methodologies designed and utilized to support service components. Change management 

processes are complementary to release management and configuration management, as well as 

incident management and problem management. The contractor shall work within the ITIL 

framework and follow EPA OEI procedures for changes and incidents affecting any EPA OEI 

system.  In situations where OEI procedures are out of harmony with ITIL, the contractor shall 

identify such situations and suggest amendments to procedures to improve business processes as 

part of the ITIL transformation. The contractor shall perform the following key change 

management tasks under this subtask: 

a. Participate in EPA change management process to include all Advisory Boards (e.g. 

Change Advisory Board (CAB)). 

b. Establish change documentation and tracking system. 

c. Support and participate in the Request for Change (RFC) process to include: 

1. Participate in Core-CAB activities.  

2. Assess/Evaluate required changes based on impact, risk, resources and make a 

recommendation to the appropriate change authority. 

3. Monitor the release and deployment process and report issues to the CAB and Change 

Authority. 

4. After Build/Testing is completed, ensure that formal authorization to deploy is 

granted and a remediation/back-out plan is in place before changes are released into 

production. 

5. Conduct a Post Implementation Review and closure of the change to include a 

verification that all testing, configuration, asset and service related information is 

updated. 
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d. Conduct a periodic review of all changes in order to identify areas for process 

improvement as well as determine if certain change frequencies justify the establishment 

of a standard change. 

e. Participation in IT service continuity and DR planning. 

f. Integrate change documentation and tracking system with EPA OEI change management 

policies, procedures, processes and training requirements per the change management 

process components outlined above, including CCB composition, activities, and the 

financial, technical, and business approval authorities appropriate to EPA OEI and 

business requirements. 

g. Provide change documentation as required, including proposed metrics as to how 

effectiveness of the change will be measured. 

h. Participate in CCB meetings as EPA OEI deems appropriate or necessary. 

i. Monitor changes, perform change reviews and report results of changes, impacts, and 

change effectiveness metrics. 

j. Verify that change met objectives based upon predetermined effectiveness metrics and 

determine follow-up actions to resolve situations where the change failed to meet 

objectives. 

k. Support the Emergency CAB process and ensure that emergency changes are fully 

documented after release. 

 

The contractor shall perform the following activities at the Government’s request: 

a. Identify the change process owner, manager and develop a RACI matrix as they pertain 

to all types of changes. 

b. Conduct, maintain, and support the RFC process to include: 

a. Initial review, recording and filtering of change requests. 

b. Facilitate the change authorization process and maintain a change schedule and 

projected service outage register/report. 

c. Update the Change Proposal method for major or high impacting changes as 

needed/requested. 

d. Receive and document all RFC and classify proposed changes to the services, which shall 

include change cost, risk impact assessment, and system(s) security considerations. 

e. Provide a change management plan to EPA OEI for review. 

f. Maintain and enhance the schedule of planned approved changes (Forward Schedule of 

Changes (FSC)) and provide to EPA OEI for review. 

 

C.6.4.3   SUBTASK 4-3 - RELEASE AND DEPLOYMENT MANAGEMENT  

The contractor shall schedule, implement and control approved changes to software and 

components that are required to support the infrastructure (e.g., virus detection software, 

software required to manage the Storage Area Network (SAN), backup software, retention of 

prior versions of production Operating Systems (OS), etc.), release, and deployment 

management activities and take a holistic view of a change to a service, including all aspects, 

technical and non-technical, software, and hardware changes. These changes can be implemented 

by rolling out a combination of new applications, infrastructure software, upgraded or new 
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hardware, or simply by making changes to the service hours or support arrangements. Release 

and deployment management processes and activities are complementary to those of change 

management, configuration management, and problem management.   

Releases typically consist of a number of problem fixes and enhancements to an existing service. 

A release consists of the new or changed software required and any new or changed hardware 

needed to implement the approved changes. Releases are generally divided into the following 

categories: 

a. Major software releases and hardware upgrades or replacements, normally containing 

large areas of new functionality. A major upgrade or release usually supersedes all 

preceding minor upgrades, releases, and emergency fixes. 

b. Minor software releases and hardware upgrades, normally containing small 

enhancements and fixes, some of which may have already been issued as emergency 

fixes. A minor upgrade or release usually supersedes all preceding emergency fixes. 

c. Emergency software and hardware fixes, normally containing the corrections to a small 

number of known problems. 

The contractor shall develop a Release and Deployment Management (RDM) Plan which will 

detail how the contractor will coordinate and deliver end-to-end release and deployment services 

in an ITIL-based framework. 

The contractor shall provide the following key release and deployment management services: 

a. Identify the RDM process owner and manager.  

b. Establish standardized release management policies and procedures. 

c. Develop, manage, update, and maintain formal release plans and schedules for all 

planned releases. 

d. Provide release management plans and schedules to EPA OEI for review. 

e. Establish and manage a release documentation and identification schema. 

f. Validate that all releases have proper approval from change management prior to 

execution. 

g. Conduct and manage the release design, build, and configuration processes. 

h. Rollout planning including quality plans and regression plans. 

i. Provide release communication, preparation, and training. 

j. Manage the successful rollout/distribution and installation of all elements of a release. 

k. Ensure that only correct, authorized, and tested versions are installed and that changes are 

traceable and secure. 

l. Establish and administer the version control schema as it relates to release management 

of EPA OEI custom applications. 

m. Develop quality plans and regression plans as appropriate for each release. 

n. Ensure that any new software or support services required for the release are procured 

and available when needed. 

o. Conduct and manage release testing and testing management. 

p. Ensure that all necessary testing environments are available and properly configured to 

support release testing. Plan and manage the acceptance testing process for each release. 
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q. Ensure that thorough testing is performed prior to release and assess business risk related 

to any change that is not fully tested prior to implementation. (Submit a Test Plan for 

EPA OEI approval prior to the start of test.) 

r. Schedule and conduct release management meetings to include review of planned 

releases and results of changes made. 

s. Identify and document all Configurable Items (CIs) that need to be included in the 

release, as well as all system interdependencies. 

t. Provide release documentation as required and update all required knowledge 

management systems. 

u. Provide early life support to Operations as required 

v. Review release management details and alter as appropriate to meet the needs of the EPA 

OEI (e.g., back-out plan, go/no go decision). 

w. Notify EPA business unit affected applications “owners” of release timing and impact. 

x. Implement release in compliance with change management requirements and adherence 

to detailed release plans. 

y. Modify configuration database, asset management items, and service catalog (if 

applicable) to reflect changes to CIs due to the release. 

z. Conduct post-mortem of releases that necessitated implementation of the regression plan 

and develop and implement appropriate corrective or follow-up actions to minimize 

future occurrences. 

C.6.4.4   SUBTASK 4-4 - SERVICE VALIDATION AND TESTING 

The contractor shall provide service validation and testing to include quality assurance and 

production control support services. The contractor shall automate validation and testing where 

feasible to gain efficiencies during the performance of the TO. 

Service Validation and Testing (SVT) is planning and coordinating tests to ensure that 

specifications for the service design are met and validated through delivery of the service and to 

manage and limit risks that could result from insufficient utility and warranty of the service in 

operation. SVT shall not be performed by the same resources that build the release. The 

contractor shall provide service validation and testing to include: 

a. Identify the SVT process owner and manager and ensure they are not involved with any 

of the RDM activities for the any release that is part of the service. 

b. Ensure proper testing occurs for all changes released into the production environments. 

c. Create and validate test plans. 

d. Manage the test plans and test environments. 

e. Conduct tests. 

f. Verify the results. 

g. Communicate the results to stakeholders. 

h. Create test reports. 

i. Evaluate the test according to exit criteria. 

j. Conduct post-release testing to evaluate the change to ensure it delivers value to the 

business. 

k. Validate and communicate results of testing activities. 
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C.6.4.5   SUBTASK 4-5 - SERVICE ASSET AND CONFIGURATION MANAGEMENT 

(SACM) SUPPORT 

SACM may cover non-IT assets, work products used to develop the services, and configuration 

items required to support the service that are not formally classified as assets. The scope covers 

interfaces to internal and external contractors where there are assets and configuration items that 

need to be controlled, e.g., shared assets. 

The contractor shall develop a SACM Management Plan which will include SOPs, a SACM 

Strategy and Roadmap, an Annual Physical Asset Inventory Plan with Schedule, and outline the 

delivery of SACM Deficiency Reports as stated in Section F.  

The contractor shall provide Service Asset and Configuration Management (SACM) services to 

manage the full service lifecycle of EPA OEI assets and configuration items to include the 

following:  

a. Develop and maintain a forward-looking SACM strategy and roadmap to mature EPA 

OEI’s existing SACM program to achieve the following goals: 

1. Identify the SACM process owner and manager. 

2. Support efficient and effective service management processes by providing accurate 

and timely configuration information that aids decision making (e.g., to authorize 

change and release and resolve incidents and problems faster). 

3. Ensure the integrity between business requirements and configuration items by 

maintaining an accurate and complete Configuration Management System.  

4. Improve overall service performance and optimize the costs and risks caused by 

poorly managed assets (e.g., service outages, correct license fees, and failed audits). 

b. Develop a SACM Management Plan that shall detail how the contractor will provide 

service asset and configuration management services in an ITIL-based framework. 

c. Develop well-defined SACM processes and procedures with roles and responsibilities. 

Establish process interfaces between SACM and other processes; in particular, Change 

Management, Release and Deployment Management, and Knowledge Management 

(incidents and problems). Perform regular reviews of SACM processes, procedures, and 

associated techniques and methods to ensure continuous process improvement. 

d. Establish procedures for auditing and verifying the accuracy of service assets and 

configuration items, adherence to SACM processes, and identifying process deficiencies. 

Audit and verify accuracy of service assets and configuration items and report 

deficiencies. Provide deficiency reports and recommendations on the steps to be taken to 

address the issues identified. 

e. Establish appropriate authorization controls for modifying configuration items and verify 

compliance with software licensing. Develop procedures for establishing configuration 

baselines as reference points for rebuilds and provide ability to revert to stable 

configuration states.  

f. Provide support for managing maintenance procurement activities, asset inventory 

control (including hardware and software license attributes), hardware and software asset 

lifecycle planning and management (e.g., timing of asset refresh, asset disposition), and 

software version management, and identify opportunities for refresh or insertion of 

technology. 
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g. Manage lifecycle of all assets from identification, requisition ordering, inventory, 

installation, and maintenance to disposal. Update asset records related to all approved 

change activities (e.g., Install, Move, Add, Change (IMAC) activities, break/fix activities, 

and change management). 

h. Develop, maintain, and update an Equipment Spares Inventory Management Plan and 

spare inventory according to Section F, including recommendations on appropriate levels 

of spares for each equipment type at each Government facility sufficient to support the 

specified service levels and availability requirements. 

i. Identify, document, and report license compliance issues by end users and recommend 

solutions to resolve issues. Manage and perform audits and reconcile the number of 

software licenses to the number of installs. 

j. Manage and maintain the Configuration Management System (CMS) within the IT 

system to include a logical model of the IT Service Areas’ devices and their relationships 

by identifying, controlling, maintaining and verifying installed hardware, software, and 

documentation (e.g., maintenance contracts, SLA documents, etc.). The CMS shall 

account for all IT assets and provide accurate information on IT Service Area 

components and configurations and provide a sound basis for incident, problem, change, 

and release management and to verify configuration records against the infrastructure and 

correct any exceptions.  

k. Work with the IT System team to define and configure SACM capability. 

l. Evaluate existing SACM systems and the design, implementation, and management of 

new and improved systems for efficiency and effectiveness. 

m. Recommend key performance indicators and critical success factors that align SACM 

with EPA business needs to create a customer-focused IT delivery environment. 

n. Provide reports, including management reports, configuration item analysis reports, and 

asset inventory reports. 

o. Ensure all data relating to SACM is available to the Government when required. 

p. Perform annual physical inventory of EPA OEI assets in accordance with EPA policies. 

C.6.5   TASK 5 - PROVIDE SERVICE OPERATIONS MANAGEMENT 

The contractor shall provide service operations management of the EPA OEI end user 

applications to maintain ongoing service operations stability while allowing for changes in 

design, scope, scale of the services, and service levels with minimal disruption to service 

delivery. 

The contractor shall deploy robust, end-to-end operational practices and shall execute and 

manage the lifecycle of the following operational-level activities in a manner consistent with the 

ITSM framework: 

a. Request Fulfillment  

b. Incident Management  

c. Problem Management  

d. Access Management 

e. Event Management 
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C.6.5.1   SUBTASK 5-1 - PROVIDE ENTERPRISE IT SERVICE DESK (EITSD) 

SUPPORT  

The contractor shall provide a structure capable of meeting the needs of EPAs varied user 

communities, fosters user confidence and security by providing the highest quality of service to 

address all registered concerns quickly and accurately, and follows through in a manner that 

considers the needs of the users and the agency. The contractor shall be responsible for fulfilling 

user requests, resolving service failures, performing routine operational tasks, performing 

administrative tasks (including Microsoft Windows, Office 365, Lotus Notes, Active Directory, 

and security management) and addressing and fixing problems and incidents to ensure a high 

level of efficiency and support.  

The EITSD shall be located in contractor’s facilities within CONUS. The EITSD must be 

available such that the contractor can ensure continual operations in the event of a power outage, 

man-made or natural disaster. The contractor shall provide a full description of the contractor’s 

EITSD solution, to include but not limited to, facility, equipment and support systems 

redundancy, floor plan, total square footage, and any ATO that may be leveraged. The EITSD 

data provided shall enable the Government to clearly determine the contractor’s ability to 

effectively manage and deliver service desk operations. The contractor’s EITSD solution shall be 

subject to Government site survey and verification. 

The contractor shall provide an EITSD solution with the following minimum capabilities: 

a. Provide a consolidated call center and help desk service available agency-wide. 

Responsive, reliable, and consistent service delivery from 0600 - 2100 local time for each 

EPA location Monday through Friday, excluding Federal Holidays. Tier 1 and Tier 2 

(remote support) consolidated EITSD services in accordance with ITIL practices. Provide 

after-hours support on an as-needed basis. 

b. Provide after-hours Premier support (VIPs and executives). This includes Tier 2 remote 

support from 0900 – 1800 ET on Saturdays, Sundays, and holidays. This support includes 

remote support for all Agency standard software and services, including mobile devices. 

c. Contractor-furnished facilities meeting security criteria and ATO necessary to obtain 

connectivity to EPA. 

d. Multiple alternative communications channels, including voice, voicemail, e-mail, web 

chat, Short Messaging Service (SMS), collaboration tools, and internet/intranet.  

e. Voice Communications Services that provide dynamic call routing, auto-attendant and 

call back, and the ability to post ad hoc outbound notifications for outages within 

minutes. The Interactive Voice System must allow for a prompt exit from the system and 

live communication with a service desk agent. 

f. Demonstrated utilization of ITSM processes and industry best practices for customer 

service. 

g. Processes that demonstrate service desk cradle-to-grave ownership for all service desk 

contacts from inception to closure, regardless of whether they are closed at the first level 

or passed to another service management group for resolution (see Section J, Attachment 

K for Combined Call Center and Help Desk Metrics for Ticket Volume by 

Location/Group Information). 

h. Demonstrated use of automated processes, remote device and software management 

technologies, self-help and self-healing options, and detailed, searchable knowledge 
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bases that increase first level resolution at the service desk and minimize incident 

escalations. 

i. Provides channels for proactively communicating information to customers. This 

information should include details of current system outages, applications issues, and 

network performance issues, and might include known issues that are likely to cause 

future problems or service interruptions, forthcoming changes, forthcoming releases of 

software and maintenance activities. 

j. Prompt and proficient call response, trained, qualified and cleared technical personnel, 

clear and courteous communications (English), and timely incident resolution, escalation 

as needed, and closeout. 

1. All EPA customers have a single point of contact for each incident and Service 

Request and resulting Service Desk Ticket. 

2. All EPA customers receive appropriate, prompt, and responsive support (see Section 

J, Attachment L for User Types Supported, Tiers, and Priority Levels). 

k. Support services that are responsive to the time-sensitive needs of executives and 

COOP/EOC sites, to include prompt referrals to local IT support service. 

l. Provides support to remote access users who are connecting to the EPA network using 

tools such as Pulse Secure, RSA Tokens, VDI, etc. in other than their primary business 

location.  

m. Support to incidents and requests based on priority and impact. 

n. User community easy access to a knowledge base to facilitate self-help and training 

resources for common IT problems/requests. 

o. A full archive of service desk status and trouble ticket tracking information for the 

duration of the contract.  

p. A managed, readily accessible, and actionable collection of recommendations for service 

improvements based on monitoring and identifying trends experienced at the service 

desk. 

q. Utilize the Enterprise IT Services Dashboard to reduce reporting time on service desk 

metrics and analytics.  

The contractor shall operate the EITSD as the enterprise-wide single point of contact (SPOC) for 

providing end-to-end responsibility for responding to and managing all end-user calls for 

incident and service request support. The contractor shall provide all aspects of end-user support 

through the SPOC service desk, followed by a desk-side support capability for those incidents 

and service requests that cannot be resolved and completed remotely (see Section J, Attachment 

K for Combined Call Center and Help Desk Metrics which includes historic metrics, contact 

volume, and transferred Tier 3 tickets).  

The EITSD shall receive, coordinate, record, respond to, track, monitor, diagnose, resolve or 

escalate and manage all incidents and service requests. The contractor shall resolve incidents and 

service requests at the service desk level to the maximum extent practical. The contractor shall 

refer or escalate incidents and service requests to more-specialized entities for resolution if the 

incidents or Service Requests cannot be resolved at the service desk level. 

The EITSD shall manage the entire incident and service request process and assume “cradle-to-

grave” ownership of end-user issues through ticket closure. This shall include acceptance of user 

calls, chats, and emails, ticket creation, centralized queue management, and tracking, Tier 1 and 
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2 first-level resolution and/or escalation, follow-up with users and Tier 2 Deskside services as 

needed (see Section C.6.5.2) to expedite and confirm resolution, root cause identification, and 

ticket closure. 

The contractor shall utilize the “parent” (i.e., the initial Service Desk Ticket) in reporting 

performance and determining the number of tickets being processed and counted toward the 

contractor’s level of effort for any particular period. The contractor shall identify, manage, 

monitor, and report on all “child” tickets, work orders, etc. required in order to resolve the 

"parent" ticket. 

The contractor may augment the system with additional modules, APIs and licenses if approved 

by the Government throughout performance of this TO. The contractor shall maintain the 

knowledge base to support the resolution of incidents and service requests. 

The contractor shall implement and maintain Self-Help support capabilities that enable end-users 

to perform self-service including incident and service request status checking, password 

management and resets, a searchable knowledge base that includes self-help features such as 

Frequently Asked Questions (FAQ) and Questions and Answers (Q&A), common solutions and 

how-to instructions, connectivity instructions for teleworkers, search for service desk application 

support, and help tools (to include chat features).  

As part of the EITSD solution, the contractor shall provide real-time how to and functional 

phone support on EPA standard applications, such as Office365. The EITSD shall provide 

enhanced executive level support for specifically designated senior executives and their 

immediate support staff via a Premier Support or Very Important Person (VIP) Hotline. For 

incidents related to EPA-designated executive users, the EITSD shall attempt to resolve on first 

contact and escalate by warm handoff to Deskside support or more-specialized entities for 

resolution. 

The EITSD shall provide Tier 1 application support for EPA acquisition, financial, human 

resource, and administrative applications. The contractor is required to maintain the necessary 

service desk knowledge, skills, and abilities to ensure continuity of services post-transition and 

to effectively support EPA applications for the life of the TO.   

The contractor shall provide Tier 0 support for EPA components, systems, and support 

applications that are not subject to coverage by the EITSD. Areas not subject to EITSD coverage 

may require Automatic Call Distribution automated routing, warm handoffs, referrals, or ticket 

creation and routing to other help desks.  

The contractor shall support the EITSD shared services environment and provide mechanisms 

for warm handoffs between help desks, managing shared ticket queues, and coordinating service 

activities among the different help desks. These services often involve a separate contact number 

and support personnel, including contractor and Government application subject matter experts 

(SMEs). Additional service fulfillment or support organizations are likely to be added over the 

course of the TO. 

The contractor shall utilize the existing EPA call center telephone numbers (1-866-411-4EPA 

(4372), 1-866-489-4900, and 703-889-1510). The contractor shall put into operation a 

telephone/queue tree for enhanced and streamlined call flow and routing for the service desk.  

Following a major service incident or service outage, the contractor shall develop Incident 

Reports and Root Cause Analysis Reports as referenced in Section F. 
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C.6.5.2   SUBTASK 5-2 - PROVIDE DESKSIDE SERVICES 

The contractor shall provide adequate Tier 2 deskside touch support services in support of the 

full lifecycle of activities associated with operational logistics, installation, configuration, and 

break/fix management of end-user computing devices and phones at each of the EPA locations 

specified in Section J, Attachment M. The contractor shall provide responsive, local, Deskside 

services to all on-site users to troubleshoot, diagnose, and resolve incidents and problems, and 

fulfill requests that require touch support that cannot be resolved at the first level by the EITSD. 

In performance of this task, the contractor shall: 

a. Provide responsive, local, Deskside services to all on-site users to troubleshoot, diagnose, 

and resolve incidents and problems, and fulfill requests that require touch support that 

cannot be resolved at the first level by the EITSD. 

b. Provide Deskside support personnel on-site at all EPA HQ Locations (including Labs) 

identified in Section J, Attachment M during the core business hours of 0600 – 1800 local 

time for each location. Provide after-hours support on an as-needed basis. 

c. Provide Deskside IT services that appropriately respond to the time-sensitive needs of 

Premier/VIPs and executives, to include prompt responses to Tier 1 service desk 

escalations. Premier on-site support shall be from 0600 - 2200 ET at Washington D.C. 

HQ Monday through Friday (see Section J, Attachment N for EPA Washington, D.C. 

Area Locations which includes locations for VIP support). 

d. Provide full support remotely for additional field locations found in Section J, 

Attachment O where OEI devices are deployed. This includes dispatching technical 

support personnel to remote lab locations between normal business hours of 0600 and 

1800 local time at the government’s discretion.  

e. Utilize the proposed ITSM tool to fully document all work performed in a timely manner. 

f. Provide break/fix, asset inventory, spares/parts management, desktop administration, 

desktop applications, remote access, troubleshooting and upgrading of mobile devices, 

and security services for all end-user devices. 

g. Present topics to the CCB for approval. 

h. Provide Deskside services to include both hardware and software and include: 

1. Large and small scale IMACs to include technology refreshes (see Section J, 

Attachment K for historic IMACs by Location) 

2. Operational monitoring 

3. Problem determination and resolution 

4. Tier 2 technical support 

5. Break/fix services 

6. System and office productivity software deployment and management 

7. Remote access service support 

8. Light training and testing support 

9. Backup and restore 

10. Cable management 

11. Asset and inventory management 

12. Copying and preserving data for litigation hold cases 
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i. Provide IT technical support for local special events, conferences, and meetings. 

j. Provide on-site Video Teleconferencing (VTC), Audio/Visual, Telepresence support, 

video and audio broadcast support to include conference rooms, training rooms, 

auditoriums, senior leadership offices and workspaces, and Telepresence rooms. Support 

includes training end-users how to use equipment, equipment set-up, starting meetings, 

and troubleshooting issues. Deskside services also functions as the Video 

Communications Services Tier 2 technical experts. 

k. Provide on-site support for a storefront solution that will be established in an EPA HQ 

facility. The storefront solution, known as the Walk-Up Service Desk, is a walk up 

location whereby customers can walk in and obtain assistance with IT issues or ask 

questions and get quick answers on “How do I?” type questions.  

l. Provide on-site support for the Assistive Technology Center (ATC) that will be 

established in an EPA HQ facility. The ATC storefront solution will work with 

employees and managers to find accessible solutions for users with unique desktop 

accessibility requirements, to facilitate the acquisition and installation of those tools, to 

provide a place where system developers may test agency applications and websites for 

compliance with accessibility requirements, and to present assistive technology tool 

demonstrations and provide hands-on try-outs and education for employees who are deaf 

or hearing-impaired or who have mobility, visual, and/or cognitive disabilities. 

m. Provide ongoing, steady-state operational support for the COOP and EOC sites to ensure 

that sites are functional and prepared for activations.  

n. Provide technical support for small and large end-point deployments and equipment 

refresh cycles, to include support for distributed computing hardware resources, including 

networked and non-networked personal computer (PC) systems on the distributed 

computing environment personal/local printers, scanners, VOIP, VTC units and other 

peripherals; and tablet computers and other similar devices.  

o. Provide technology refresh plan aligned with EPA planned refresh of 25% of the 

agency’s serviced seats annually. Plan shall address  1) communications, 2) scheduling, 3) 

quality assurance, 4) deployment, 5) imaging, 6) data migration, 7) certification and 

sanitization/disposal, and 8) asset tracking. 

p. Provide facilities-related services at Washington, D.C. HQ area locations (see Section J, 

Attachment N) to include cable and wiring installation from the core switch through the 

end points in locations with existing access, termination, testing, and maintenance; 

installs, removes, maintains, consolidates and enhances fiber optic/twisted pair/coaxial 

cabling to support the enterprise infrastructure; and servicing of wiring closets and related 

contents. The contractor must survey and supply the bill of material for the project, 

provide all materials and equipment required to complete the project, manage the full 

lifecycle of the cable project, and ensures personnel assigned to the project have the 

necessary certifications to meet project requirements and EPA standards. Contractor shall 

create and/or update network physical connectivity diagrams for all facilities and rack 

elevation drawings for computer rooms and telecommunications closets after performing 

facilities-related services. 

q. The contractor shall report real time Deskside support operational and performance status 

through the Enterprise IT Services Dashboard. 
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C.6.5.3 SUBTASK 5-3 - PROVIDE ENGINEERING SERVICE SUPPORT 

EPA OEI requires support for enterprise engineering and application support agency-wide and 

customized local engineering and application support for HQ (including labs) locations.  

The contractor shall provide management of the desktop/laptop operating systems including 

drivers and patches, application, and configuration management. See Section J, Attachment P for 

tools supported and utilized. The contractor shall provide guidance, assistance, and expertise to 

OEI offices (e.g. Hosting, Security, etc.) during the planning and implementation of new 

projects. The contractor shall provide the engineering services listed below: 

a. Enterprise automated software deployment support.  

b. Image creation and compatibility. 

c. Security Compliance to include patching, encryption, configuration management, energy 

management, remote device management, and reporting/visibility. 

d. Support for applications in the VDI and Citrix environments. 

C.6.5.3.1 Enterprise Engineering and Application Support 

The focus of the support is the system and desktop administrators rather than end users. The 

contractor shall create the images that support agency-wide EPA desktops/laptops that may 

connect directly to the EPA network. The contractor shall provide Tier 3 support for all end-user 

enterprise applications for desktops/laptops, and applications hosted in the VDI and Citrix 

environments. The contractor shall directly interface with, coordinate, and support the network, 

server services, and IT Security teams on issues that cross these functional areas while 

maintaining EPA Enterprise Architecture standards to ensure a consistent and compatible 

configuration for EPA enterprise infrastructure. 

In support of enterprise engineering services, the contractor shall: 

a. Provide Tier 3 technical support services across the EPA enterprise for agency-wide end-

user computing platforms for desktops, laptops, and mobile devices; device 

configuration; technical refresh and customer data migration from one machine to 

another; and service activities processed in a seamless manner (cradle-to-grave) with a 

single point of contact with the customer for all activities. This should be from 6:00-9:00 

pm EST. 

b. Provide comprehensive support for EPA enterprise applications on agency-provided 

hardware while providing best-effort support for user-owned devices. 

c. Provide automated software deployment to OEI user workstations via a standardized 

enterprise management solution. 

d. Provides remote assistance service (currently via Bomgar) that provides administrators, 

tech support, and help desk technicians the ability to remotely assist users via screen 

sharing. 

e. Take corrective actions to maintain service and quality levels. 

f. Develop and maintain enterprise GPOs to enforce consistency. 

g. Support testing of new hardware and software for possible deployment in the 

environment. 
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h. Create the quarterly “Gold” (Common Core Desktop) image that will be used on EPA’s 

physical client hardware and as the basis for the EPA VDI image. Although EPA 

attempts to maintain a single “Gold” image we may require support for multiple images 

for new Operating System versions, VDI requirements, and special needs. Provide 

quarterly update on the Gold image and monthly on the VDI image. 

i. Develop software delivery packages for the removal, replacement, and/or upgrading of 

applications and patches required on 10 or more workstations up to the enterprise level 

(all workstations). It is incumbent upon the contractor to support all software on EPA 

laptops and desktops and assist in the deployment, maintenance, and clean-up whether by 

retirement and or removal of software that does not have a migration path towards an EA 

approved list. 

j. Provide effective management, monitoring, and metering of software inventory loaded on 

EPA hardware, to include agency-wide commercial and COTS software agreements and 

licenses per OMB mandates. 

k. Create, support, and manage standard installation packages for centrally procured 

software that is not part of the common core desktop, such as Microsoft Visio, Project, 

Adobe Creative Cloud Suite, etc. 

l. Work with EPA security operations to troubleshoot and resolve anti-virus and other 

security incidents and to ensure functionality of antivirus components. 

m. Vendor shall administer a “laboratory” for testing all enterprise software, settings and 

configurations. This includes a small server room currently managed at an off-site 

location in RTP, NC. Vendor shall be responsible for re-locating the infrastructure to the 

EPA NCC during the Transition-In Period. 

n. Create and maintain a library of IT Standard Configuration Documents, policies and 

procedures for publication on EPA’s internal websites. 

C.6.5.3.2 Local Engineering and Application Support 

The contractor shall provide for the successful operation, maintenance, management, and 

enhancement of various aspects of EPA deployed desktops and laptops across supported HQ 

(including labs) sites as listed in Section J, Attachment O and associated technology. The 

contractor shall deploy software or settings directly to end-user, production desktops/laptops and 

mobile devices.  

In support of local engineering and application support, the contractor shall support all activities 

listed above, but at a customized local level. Additional local engineering and application 

support includes:  

a. Manage local user profiles on end points. 

b. Provide Tier 3 support of other EPA teams on any issues that involves end-user hardware 

(e.g. BIOS upgrades and maintenance). 

c. Further customize “Gold" image to create and manage local or site specific images 

requiring specialized software and/or settings.  

d. Patching and updating non-standard applications. 

e. Provide troubleshooting for desktop encryption, un-encryption, and for removing data 

from encrypted hard drives.  
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C.6.5.4   SUBTASK 5-4 – MOBILE DEVICES 

EPA issues government furnished mobile devices to its employees and contractors; these devices 

include but are not limited to cell phones, smart phones, personal tablet computers, and other 

wireless internet devices (e.g., air cards/MiFi) (see Section J, Attachment O for Deployed 

Devices By Location and Type, includes Mobile Device Metrics). Mobile devices and 

accessories are procured by EPA under through a separate BPA and the carriers include Verizon, 

T-Mobile and AT&T services. The current devices are Apple or Windows-based. The contractor 

shall provide an end to end mobile device management lifecycle solution that is platform-

agnostic.  

The contractor shall provide:  

a. Mobile Device Management (MDM) 

1. Utilize the Agency’s MDM application (MaaS360) to provide management, 

monitoring, and reporting and end-user support of the agency’s mobile devices. This 

includes but is not limited to: 

i. Add/remove devices – utilize Apple’s device enrollment program (DEP) to 

automatically enroll devices into MDM  

ii. Create and deploy IT configuration policies based on EPA security 

requirements 

iii. Handle theft/loss protection, including remote wipe, lock, and password resets 

iv. Application management 

1. Remove apps and add approved mobile apps to the EPA App catalog 

2. Manage the deployment of App updates 

3. Deploy approved apps directly to devices as requested 

v. Enforce policy settings, profile settings, certificate management, iOS updates 

vi. Perform system upgrades, fixes, log file analysis, and troubleshooting 

vii. Stay abreast of Apple and MDM system enhancements  

viii. Coordinate with Apple and MDM vendor when needed to address issues, 

functional questions, and implement new features  

2. Coordinate with local help desk POC’s to assist with use of MDM tool to ensure 

protocols such as Active Sync are in place for Microsoft Office365 applications 

(email, calendar, contacts) to be available on mobile devices 

b. Management of EPA’s Apple Volume Purchase Program Portal 

1. Add, remove, transfer and cancel mobile app licenses for third party apps from the 

Apple App store (with a cost and free)  

2. Set license threshold 

3. Ensure portal works with MDM application  

c. Mobile Device Processing  

1. Process new orders, cancellations, transfers, upgrades and replacements submitted via 

EPA’s eBusiness system.  

2. Order mobile devices, accessories, and/or services from carriers via EPA’s BPA 

3. Track, receive and check orders for accuracy, pack order with appropriate labels and 

instructions, test devices, ship equipment and notify customer  
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4. Coordinate all mobile device services (such as service plans, coverage, features, 

equipment, promotions, accessories, etc.) with the carriers/vendors including any 

changes to their offerings 

5. Assist users in determining the appropriate service plan and/or equipment that will 

best suit their needs as well as ensuring compatibility with EPA’s infrastructure and 

security policies 

6. Provide support and administer loaner devices for users traveling internationally 

based on EPA International Travel Policy and Procedure and coordinate with carrier 

to request international rate plans 

7. Support port and transfer requests with the carriers and coordinate these activities 

within 5 business days. 

8. Coordinate arrangements with the carriers (with the (TPOC’s approval) to obtain 

demo equipment (or zero cost equipment) of the latest devices, cell phones, smart 

phones, and air cards to ensure that proper testing is performed and to provide 

expertise on using this equipment within the EPA environment for EPA’s customer 

base 

9. Prepare and maintain system and user documentation (e.g. Quick Reference Guides, 

Frequent Asked Questions, memorandums, etc.) 

10. Provide updates to eBusiness ordering catalog as required including rate plan 

offerings, special carrier promotions, inventory management, and the catalog. Catalog 

maintenance typically annually or when mobile devices offerings change. 

11. Monitor usage of mobile devices and submit requests for suspension of service for 

devices that have zero utilization within a specified period to the carriers on a 

monthly basis. If the user does not respond to have service restored within 90 days 

after submitting the suspension request, the contractor shall submit a request to cancel 

the service with the carrier. The contractor shall ensure that eBusiness is also updated 

to reflect suspension and cancelation of the services with the carriers.  

12. Provide Ad Hoc reports as needed along with the following specified reports: 

i. Provide an electronic inventory of activated devices as well as a report of the 

status of the MD orders received, processed, and outstanding. 

ii. Provide Program Offices with periodic analysis of usage, and recommend 

pooled plans or special plans upon request. 

iii. Provide less than 30% utilization reports for customers 

iv. Provide report for any overage of pooled plans (trending, anomaly reports)  

C.6.5.6   SUBTASK 5-5 - ELECTRONIC MESSAGING AND COLLABORATION 

SERVICES  

EPA’s email and collaboration service is provided to approximately 24,000 users across the 

country. These users consist of EPA staff and approved contractors, as well as groups and test 

accounts. The Agency uses Microsoft Office365 platform (the G3 license in Microsoft’s 

Government Community Cloud) as its primary email and collaboration solution. Previously, the 

Agency used Lotus Notes. At the time of the conversion to Office365 in 2013, the Agency chose 

to copy only 30 days of mail over from Lotus Notes to Office365. Currently, the Agency is 

working on completing the migration of older mail into the Office365 archives. The email and 



SECTION C –SUPPLIES OR SERVICES AND PRICES/COSTS  

 

Task Order GSQ0017AJ0036               PAGE C-40 

Modification PO33 

collaboration service is managed in accordance with EPA policy and to defined service levels for 

capacity, availability, performance and recovery.  

The Microsoft Office365 solution includes email (Exchange and Outlook), SharePoint, Skype for 

Business, mobile device support, OneDrive, Security and Compliance and other services and 

solutions under the Microsoft Office365 umbrella. Microsoft’s Office 365 Office Web App 

(OWA) and Outlook clients have replaced Lotus Notes client for email. OWA/Outlook provide 

users with easy-to-use, uniform access to email, contacts, calendar, conference room, resource 

reservations, and tasks across PCs, virtually any browser, and mobile devices. Skype for 

Business client provides for instant messengering, web and video conferencing. OneDrive 

application provides for synchronization of data files between the desktop and the users 

dedicated cloud service. 

The contractor shall support the Agency’s implementation of Office365 by ensuring the solution 

shall provide the ability for users to reliably communicate and collaborate with internal and 

external users. In addition, the contractor shall provide support for legal requests that GSA is 

required to support to the EPA Legal Departments, Freedom of Information Act (FOIA) 

requests, and Inspector General (IG) requests. 

Specifically, the contractor shall: 

a. Provide daily operations support for Office365 production and test tenant. This task 

includes daily operations maintenance and escalation for onsite and remote issues related 

to issues such as profile/identity synchronization, access (identity & connectivity), 

service availability and serve as a contact source for engaging escalation support with 

Microsoft or other applicable vendor.  

1. Provide required support following the current EPA SOP or create/provide a more 

efficient process to complete the tasks. (Note: all new processes are to be approved by 

EPA). 

b. Address and resolve issues. Immediately address and attempt to resolve all outage or 

reduction in service issues reported during the core hours (06:00 to 21:00 ET) upon 

notification or detection of a problem.  

1. The problem/outage should be reported to the Operational Lead, researched, and 

resolved within 30 minutes. If the problem cannot be resolved within 30 minutes, a 

report that provides the plan/proposed steps to be taken to resolve the problem is to be 

presented to the Operational Lead within 4 hours. The core hours of operation may 

change based on EPA requirements. 

2. The contractor shall escalate to Microsoft or other applicable vendor as necessary to 

ensure effective and timely resolution of issues. 

c. Manage configuration and change. Office365 shall be set up and configured to align with 

EPA’s unique business requirements and processes. Over time, this configuration shall be 

revised to include new features as they are released and to adapt to changing 

organizational needs. The contractor shall provide configuration support and testing of 

changes in test tenant prior to enabling the change in the production environment. 

1. Develop communications to end users about changes to the technical environment. 

2. Maintain the One EPA Workplace project page based on inputs provided by EPA. 

3. Participate in the Agency Change Control board. 
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4. Participate and support the Agency’s Microsoft Office365 Advisory Board designed 

to provide a forum for Agency stakeholders to participate in the governance and 

implementation process for new capabilities. 

d. Manage content search, archive, and capacity. The Office365 service currently includes 

content storage and archival. The contractor shall support content archival, disposition, 

and monitoring of capacity used in all aspects of the Office365 services and ensure 

compliance with email archiving and retention, records management, and other legal 

(FOIA, eDiscovery) requirements/retention policies. 

e. Manage health and monitoring. The contractor shall support daily monitoring of services 

for outages and health. This shall include monitoring the hosted service and internal 

infrastructure supporting the framework, such as network traffic load, accessibility from 

different EPA regions, and suspicious activity. 

f. Reporting and analytics. The contractor shall provide analytical reports on usage data and 

network traffic on a periodic basis. These reports are intended to enable the Agency to 

proactively forecast service disruption trends, mitigate risks, and create targeted 

campaigns for adoption or training opportunities. 

The contractor shall: 

a. Respond to standard move, add and change requests including provisioning new accounts 

and verifying, disabling and deleting the account following the current SOP. This 

includes: 

1. New Hire Request / Individual Mailbox 

2. Creating an email alias address of the mailbox 

3. Username Changes 

4. Saving data for departed employees and delegating access as appropriate 

5. Export/import of Office 365 account data 

6. Manage Partner Access Licenses (PALs) 

7. Create, delete, and manage mailing lists and groups 

8. Global Address List (GAL) administration and ensuring synchronizes with AD. 

9. Implement filtering in order to block unwanted emails or strip unwanted/prohibited 

types of attachments, types of email, or embedded code. 

10. Provide and support the ability to recover files, emails, calendar entries, etc., that are 

accidentally deleted, corrupted, or lost within 30 days or the specified time allowed. 

11. Administratively support the ability to easily, quickly and reliably collect data across 

all content (email, calendar, collaboration tools) that may require troubleshooting, 

analysis and resolution. 

12. Provide support to Tier 1 support in performing administrative tasks, e.g., resetting 

accounts, removing members, etc. 

13. Provide profile management that allows administrators to configure the fields in the 

user profiles in order to standardize information and facilitate searching. 

14. Provide administrative support to the end user to create contact/distribution list that 

can be used across all components of the Email/Collaboration solution. 

15. Ensure email reliably synchronizes mail, contact records, and calendar with 

information associated with mobile accounts. 
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16. Create and delete calendars and resources, delegating users to shared calendar and 

resources and transferring ownership as appropriate. 

b. Provide support for content management and retrieval efforts including FOIA, 

eDiscovery and Records activities. 

1. Manage the eDiscovery Center functionality to include, deployment, scripting and 

manage permissions.  

2. Provide support for the Security and Compliance Center tool identified regarding 

requests relevant to Litigation hold, eDiscovery and Forensics. 

3. Respond to requests from EPA’s legal community, for Freedom of Information Act, 

for the Inspector General, for Congressional requests and for the Labor and Employee 

Relations office. Execute searches, download results and provide access to PST files 

as appropriate. 

4. Collaborate with the Hosting Team to allocate storage as required/in response to 

request from Office of Inspector General (OIG) for confidential investigation data  

5. Respond to requests to create .PST files.  The .PST files will be collected at a central 

repository (NCC storage server). The contractor shall be responsible for the server 

organization (create folders by Program Offices/Regions) and access control 

configuration/ permission to customer submitting .PST requests.  

c. In support EPA’s SharePoint environment, the contractor shall: 

1. Maintain the Office365 landing pages 

2. Manage and respond to global support tickets 

3. Support SharePoint global administration  

4. Support AD SharePoint integration administration 

5. Monitor usage of SharePoint 

6. Work with SharePoint administers to troubleshoot issues and ensure adherence to 

governance model. 

7. Provide scripting support for databases in SharePoint 

d. In support Skype for Business and One Drive, the contractor shall ensure the desktop 

client is updated and integrates with Cloud based version of Office365 component. 

C.6.5.6 .1 Email Gateway Application 

The conversion to the email gateway resulted in significant benefits to EPA email users by 

improving delivery times between the different email platforms (Office 365 and Legacy Lotus 

Notes and Domino) providing greater efficiency of the email gateways. The email gateway has 

been integrated with Secure Email Gateway (SEG) which has further enhanced the handling of 

email, spam, whitelisting, attachments, etc. with greater efficiency. The contractor shall 

administer and support EPA email system that today consists of six (6) Linux Simple Mail 

Transfer Protocol (SMTP), Message Transfer Agent (MTA) systems, two (2) Lotus Notes SMTP 

gateways, and one (1) Linux Spam quarantine. The contractor shall provide and implement a 

recommendation for a new secure email gateway methodology in light of the Lotus Notes 

migration. 

The contractor shall provide: 
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a. Operation and maintenance of the email gateway application servers. This entails 

ensuring the servers are up and running, ensuring mail is flowing into the agency since 

they are the central point for all inbound external mail, patching servers as needed to 

adhere to CSIRC security vulnerabilities, and ensuring SMTP tables files are updated and 

mail routes to the correct domains (Notes, Office 365) by the next business day. 

b. Email maintenance in addition to any and all work that must be performed on the email 

system. Maintenance must take place between 9:00 p.m. and 5:00 a.m. All services must 

be restored by 5:00 a.m. the next business day. 

c. A recommendation for an email solution that provides the capability for government 

administrators to define and implement filtering, in order to block unwanted emails or 

strip unwanted/prohibited types of attachments, types of email, or embedded code. This 

functionality shall be available to EPA administrative personnel and shall be in addition 

to that normally administered by the contractor (such as spam filtering). 

d. Management of the current applications including but not limited to configuration of 

software. Application servers listed: MINTRA11, MINTRA12, MINTRA13, MSEIVE11, 

MSEIVE12, MSEIVE13, MBLAST11, MBLAST12, MBLAST13. 

e. Operation and maintenance of the AT&T Secure Email Gateway (SEG) console. 

f. Monitoring of incoming spam volume. 

g. Locking of keywords/attachments as requested by CSIRC. 

h. Configuration of SEG for epa.gov email domains (normal epa.gov, listserv.epa.gov, etc.). 

i. Troubleshooting mail routing issues. 

j. Removal of attachments based upon EPA standard requirements. 

k. Monitoring and processing of mail not received. 

l. Management of undeliverable messages. 

m. Provide support with configuring printers, fax machines, etc. 

n. Root Cause Analysis (RCA) covering any outages. 

o. Monitoring of email messages going to postmaster account to ensure mail flowing and 

there are no backlogs. 

p. Manage the white listing of email addresses, servers, etc., as required. 

C.6.5.6 2 Legacy Notes Support and Migration 

The Lotus Notes Domino system is currently being phased out. The application is still available 

for use in the live environment, therefore it is critical that this application continue be supported 

until its planned decommissioning is complete. The contractor shall provide support and 

maintenance for the Lotus Notes Domino system and provide analysis and recommendations to 

support the migration of users from Notes to Office 365 and the preservation of legacy data that 

is required for storage and retrieval in accordance with data retention policies, regulations and 

statutes. The Lotus Notes Domino Legacy email system is currently comprised of the following: 

a. Primary and Archive Email Databases 

b. Lotus Domino Directory Name and Address Book (NAB) 

c. Domino Applications 

d. Coexistent Application Servers (coordinate with MDM and AD) 

e. Reproduction of .NSF files 

f. Provide .NSF files to OIG 
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g. HUB application servers 

h. ID Vault Management 

i. Management of NAB Certification Documents 

There are a total of 22,000 Lotus Notes accounts containing 92,947 GBs/90.8 TBs of data that 

must be migrated.  

The contractor shall: 

a. Ensure compliance with Agency standards for the configuration of the email clients and 

the desktop configuration.  

b. Maintain existing operational procedures, operator's guides, user support guides, and user 

how-to documents relative to EPA email use and other related Microsoft technologies 

where applicable. In addition, provide disaster recovery procedures, security guidelines, 

and security plans. 

c. Maintain Tier 2 telephone and email support for agency administrators  

d. Ensure compliance with email archiving and retention, backup (Schedules 161 and 165), 

records management, and other legal (FOIA, eDiscovery) requirements/retention policies. 

e. Provide Notes administrator support to all regional offices, labs, etc., that do not have 

Notes administrators in addition to supporting administrators remaining in the various 

offices.  

f. Provide support of migration period that encompasses the migration of Lotus Notes 

legacy email to Office 365 and the migration of applications to SharePoint 

g. Communicate unscheduled outages to EPA within 30 minutes of outage. Upon 

restoration of service, conduct a RCA of outage and/or major issue and provide a report 

to the Operational Lead within 2 business days. The report should include a description 

of the issue, its duration/impact, corrective action taken for resolution, and the preventive 

action required to ensure the problem does not happen again.  

h. Enable the ability for local Notes/Domino administrators to move users within their 

organization or outside of their organization.  

i. Enable the ability for Help Desk and the local administrators to manage the process and 

validate the removal of terminated users from the EPA email system  

j. Enable ability for Help Desk and local administrators to reset lost passwords and fully 

expired ID files, including the management of the Lotus Notes ID Vault. 

k. Respond to the Office of Inspector General’s (OIG), Office of General Counsel (OGC), 

and Human Resources (HR) requests  

l. Install, upgrade, test, patch, and maintain system software on the Legacy Lotus 

Notes/Domino systems, as needed. 

m. Submit change controls for scheduled outages no less than 10 days in advance to ensure 

ample time for approval and customer notification.  

n. Ensure all email content is included in the migration. 

o. Evaluate and present a discovery phase to identify the types of encryption used by EPA 

to determine if users IDs have been well managed are corrupt or lost. 

p. Ensure e-mail messages are preserved with all message content intact and readable. 

q. Manage, administratively support and assist with transferring of the Notes mail into the 

designated O365 Exchange containers or designated media. 
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r. Preserve the metadata fields for all email messages. 

s. Metadata showing when mail was sent/received (sent date, received date, time stamps); 

t. Metadata showing who sent/received e-mail (From, To, CC, BCC, Address); 

u. Metadata demonstrating what was sent (attachments, subject line, is-part-of); 

v. Any other email “header” metadata; 

w. Ensure full email thread content is viewable and able to be imaged, not “collapsed”; 

x. Ensure collapsed email threads will migrate; 

y. Ensure all email attachments are migrated and preserved with document metadata intact; 

z. Document the treatment of any non-migrated attachments possibly requiring custom 

services; 

aa. Calendar entries including metadata (meeting occurred (start date, end date, time, 

duration); Event location, Attendees). 

bb. Administratively support configuration changes relative to continuing the integrity of the 

database .nst files. 

C.6.5.7   SUBTASK 5-6 AUDIO, VIDEO, AND WEB CONFERENCING 

The contractor shall operate, maintain and support EPA’s audio, video, and web conferencing 

services. In addition to Office365, EPA current uses Reservationless-Plus for Audio 

Conferencing, Adobe Connect for Web Conferencing (and eLearning platform), and Tandberg 

for Video Conferencing. The contractor will support the continued integration of EPA’s 

currently separate audio, video and web conferencing solution with its Email Collaboration Suite 

(Office365) while ensuring the continued availability of existing functionality. In support of 

these services, the contractor shall provide a best-in-class service to maintain these systems, 

recommend improvements and enhancements to the Government, and execute successful 

upgrades and transitions when approved and requested by the Government. Currently, EPA 

provides the video and web conferencing solutions but is looking for the contractor-proposed 

audio conferencing solution. The contractor shall work with EPA to provide better integration of 

and streamlining of its collaboration toolset while maintaining the services and capabilities 

needed by the Agency. 

C.6.5.7.1 Video Teleconferencing (VTC) Services 

The contractor shall: 

a. Provide administrative level support for EPA OEI’s Video Conferencing Solution, which 

is currently managed using Cisco Telepresence Management Suite. The system is made 

up exclusively of Cisco Telepresence products including Multipoint Control Units, Video 

Communications Servers, ISDN Gateways, Telepresence Content Servers, and Cisco 

endpoints.  

b. Provide on-site equipment installation, equipment diagnosis and repair, and usage 

monitoring for EPA-acquired VTC systems (see Section J, Attachment Q for VTC 

Counts by Location, VTC Infrastructure, and VTC Lab Equipment). 

c. Provide solutions for higher functionality conference rooms that provide a mix of video, 

audio, and data to include design, purchase, build-out, installation, testing, and user 

acceptance. 
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d. Provide support in planning, scheduling, and running of video bridging and video 

teleconferences services, including Video over Internet Protocol, Firewall Traversal 

solutions, and streaming video conferences on the Internet.  

e. Operate and maintain the VTC technology lab in order to test and evaluate patches, 

upgrades and other changes prior to release and to assist with troubleshooting issues. 

f. Provide support for the procurement of new devices and new technologies 

g. Maintain inventory of VTC endpoints including a VTC Codec directory for EPA-wide, 

maintenance of critical event logs. 

h. Monitor system performance and capacity status; assesses impact of LAN/WAN circuits 

on the VTS services.  

i. Ensure continuity, and provide technical information and support for the EPA VTC Fail-

Over Site. This is located at EPA’s Potomac Yard location, with an additional failover 

site located at Region 8, Denver, Colorado. 

j. Provide optimization support service including, but not limited to software, performance 

engineering and optimization and knowledge transfer and mentoring on service modules 

in support of CISCO and Avaya’s Family of Communications products. 

k. The contractor shall support the WCF business processes to ensure that systems ordered 

by customers (a) meet their needs, (b) are procured in a timely fashion and (c) are 

installed and configured per EPA configuration standards.  

l. Maintain and support OEI’s Video Bridge application (currently located at the NCC 

Facility at RTP, North Carolina.) 

m. Maintain the Microsoft Outlook Scheduler for use in scheduling multi point call via the 

video bridge. This database will be an integral part of the reservation system and will be 

used to prevent scheduling conflicts. Operational settings will be stored for access to 

conference.  

n. The contractor shall offer the following VTC bridge services:  

1. User-dialed (Meet-Me) multipoint video conferencing, with features controlled by the 

EPA conference chairman; 

2. Continuous presence monitoring; operator present at all times during video 

conference; 

3. Operator-dialed multipoint video conferencing, monitored for quality by conference 

operators; 

4. Protocol bridging (e.g., H.320 and H.323); 

5. Audio add-on to a multipoint video conference; 

6. Configurable windows showing multiple locations simultaneously during a video 

conference (sometimes called a continuous presence); 

7. When required, streaming service for the use of ISDN connection or VBrick 

application (Cisco IPTV replacement) 

8. Monitor and maintain video connectivity in all EPA locations on a daily basis where 

video systems are installed throughout EPA nationally.  

9. Respond to Customer issues and keep Service Manager and Operational Lead abreast 

on notification changes from Tandberg Management Suite.  
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o. Coordinate management and maintenance of gateway, VCS, gatekeepers, Tandberg 

Management Suite, border controller, all required servers, and other essential equipment, 

in order to support video conferencing services provided to EPA customers.  

p. Provide Tier 3 level support to users. 

q. Provide operations of the service including review and evaluation of upgrades, 

enrollment of customers, troubleshooting issues, monitoring security and availability of 

system, and coordinating with solution provider,  

r. Recommend any future upgrades, modifications, or innovative alternative solution. 

s. Provide communication on administration and management issues (i.e., outages, 

upgrades, etc.) for the EPA provided solution 

t. Provide communications and training to ensure EPA end-user proficiency, awareness of 

inherent features and other capabilities that can enhance the EPA video conferencing  

u. Establish and maintain user Self Service Library that will include, documentation to 

assist user in how to host and facilitate meetings/events and how to use EPAs tools most 

effectively. 

C.6.5.7.2 Web Conferencing and Web Seminar Support 

The contractor shall: 

a. Provide administrative level support for EPA OEI’s Web Conferencing Solution, 

currently Adobe Connect. 

b. Provide Tier 3 SME level support to users. Coordinate resolution of issues with Tier 1/2 

(deskside/helpdesk) or Tier 4 (solution provider). 

c. Provide operations of the service including review and evaluation of upgrades, 

enrollment of customers, troubleshooting issues, monitoring security and availability of 

system, and coordinating with solution provider.  

d. Recommend any future upgrades, modifications, or innovative alternative solution. 

e. Provide communication on administration and management issues (i.e., outages, 

upgrades, etc.) for the EPA provided solution. 

f. Provide communications and training to ensure EPA end-user proficiency, awareness of 

inherent features and other capabilities that can enhance the EPA web conference 

meeting or web seminar/classroom experience (e.g. audio, video, closed caption, “pod”, 

etc.).  

g. Provide web conference training, routine end-user outreach and informational forums; 

and customized professional services and support. 

h. Establish and maintain user Self Service Library that will include, documentation to 

assist user in how to host and facilitate meetings/events and how to use EPAs tools most 

effectively.  

C.6.5.7.3 National Audio Conferencing Service 

The contractor shall provide a full service audio teleconferencing capability worldwide that 

offers audio conference options to the EPA users, which is easy, secure, and cost effective and 

provides the ability to collaborate with co-workers, partners, and customers locally and globally 

(see Section J, Attachment R for current EPA National Voice Metrics).  
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The contractor shall: 

a. Provide a solution and support an automated state-of-the-art technology to connect 

meeting participants via audio technology that provides the following features. 

1.  “Reservationless” access to conferences. 

2. Muting options on the sender and listener's ends. 

3. Operator assistance to conference leaders and participants available 24 hours a day, 

365 days a year. 

4. Services to record messages and capture participant responses. 

5. Digital recordings of conferences. Record options should include providing 

recordings into MP3 or WAV files for websites, or on a CD/DVD. 

6. Written or electronic transcriptions of the conference. 

7. Other available features that will help personalize and provide an intuitive automated 

conferencing system for end users. 

8. The ability to choose from automated, operator-assisted, or operator dial-out 

conference calls.  

9. Integrated audio and data conferences.  

10. An electronic routing device solution that allows the person leading the event to reach 

a range of participants; with some conferences which may require an automated 

bridge that can accommodate 1,000 or more participants.  

11. Technical consultation support from the company providing the bridge should include 

availability to assist leaders and participants. For more formal presentations, operators 

should be available to help make sure that everything goes as expected. Making sure 

that everyone can access the common space, monitor calls, and respond to requests. 

b. The contractor shall provide the following services in support of the National Audio 

Conferencing subtask. 

1. Conference scheduling, set up, variables, troubleshooting, billing, usage records, and 

audits. 

2. Call management support interfaced with Help Desk tickets and reports. 

3. Technical consulting and customer service. 

4. WCF business support. 

C.6.6   TASK 6 - FIELD SITE COMMUNICATIONS SUPPORT  

The Field Site Communications Support includes technical services required to provide field site 

support in EPA’s Region 4, which is located in Atlanta, Georgia. The contractor shall make 

programming changes in the Avaya VoIP servers, gateways, and associated voice network gear. 

The contractor shall work with the respective service vendors to resolve maintenance and 

operational problems, software upgrades and periodic maintenance support. 

The contractor shall install or relocate network cable and telephone desk sets, provide voice 

network programming to establish telephone station and voice mailboxes to the IP-based Avaya 

Communications Manager and Modular Messaging server, and provide training to regional 

office staff on usage of both systems. The contractor shall maintain a cellular phone provided by 

the EPA for easy access by the Operational Lead for problems that occur during and after normal 

business hours. The contractor shall maintain an accurate inventory database of all telephone 
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equipment and its location, including all components of the VoIP network to include the voice 

mail system. The contractor shall execute program changes, and provide monthly reports on 

system usage and events. The contractor shall provide technical assistance to users of the Avaya 

IP-based voice network, to include answering questions and individual training on the use of this 

service. This service may be requested through the CATS helpdesk (404-562-9982), and 

performed by the contractor without additional Operational Lead approval. 

The contractor shall provide technical support for Disaster Recovery Planning for voice and 

video systems. This service shall be requested through the local work request system and 

approved by the Operational Lead. The contractor shall perform and monitor installation and 

maintenance of various telecommunications equipment for the benefit of EPA’s voice network 

services, overhead paging network, facsimile, audio and video conferencing, TTY equipment, 

headsets, handsets, ACD equipment and all other acquired telecommunications equipment by 

EPA.   

The contractor shall isolate, diagnose, and repair troubles or refer to appropriate vendor for 

repair. Any request for equipment service must be approved by the Operational Lead. 

The contractor shall perform installation, maintenance, testing and documentation of wiring 

system (including data wiring). Documentation includes floor plans with office/cubical locations 

in (AutoCAD File Format). Any major planned changes will be secured by the Operational Lead.  

For all activities, the contractor shall: 

a. Document work actions, including keeping records and an Avaya VoIP network and 

voicemail system.  

b. Provide programming, maintenance, installations, relocations, and IMACs. 

c. Ensure that all telecommunications actions are ordered through the service order system 

specified by the Operational Lead.  

d. Report on the performance and monitor the status of service. 

e. Avaya Voice over Internet Protocol (VoIP) network.   

f. Programming, maintenance, and administration of the region’s audio and video 

conferencing systems, voicemail system (Avaya MMS), training/administration, 

facsimile installation and maintenance.   

g. Maintain performance, installation of voice and data wiring and supports the Operational 

Lead in wireless communications applications. 

C.6.6.1   SUBTASK 6-1 - VOIP SERVICES 

The contractor shall support VOIP services as follows: 

a. Install or relocate network cable and telephone desk sets, provide voice network 

programming to establish telephone station and voice mailboxes to the IP-based Avaya 

Communications. 

b. Maintain an accurate inventory database of all telephone equipment and its location, 

including all components of the VoIP network to include the voice mail system. 

c. Repair and test telephone sets that are currently in stock (cords, keypads, handsets, 

buttons etc.). If repairs cannot be made on site, a written fault diagnosis shall be attached 

to the equipment, and the contractor shall notify the Operational Lead.   
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d.  Send equipment for repair as approved by the Operational Lead. 

e. As approved by the Operational Lead, the contractor shall perform traffic and utilization 

studies of the VoIP network and voice mail system to ensure the integrity of the systems 

in coordination with EPA. 

C.6.6.2   SUBTASK 6-2 - VOICE MAIL  

The contractor shall support voice mail services as follows: 

a. Execute program changes, and provide monthly reports on system usage and events. Any 

exceptions or recommendations on operation or configuration of the IP-based Avaya 

voice network shall be reported to the Operational Lead via E-mail for information 

requiring immediate attention, or via the monthly report.   

b. Perform fault determination and shall place requests for repair from the appropriate 

maintenance vendors, where existing warranties or maintenance agreements are in place. 

c. Provide technical assistance to users of the Avaya IP-based voice network, to include 

answering questions and individual training on the use of this service. This service may 

be requested through the CATS helpdesk (404-562-9982), and performed by the 

contractor without additional Operational Lead approval. 

d. Provide technical support for Disaster Recovery Planning for voice and video systems.  

This service shall be requested through the local work request system and approved by 

the Operational Lead.   

C.6.6.3   SUBTASK 6-3 - AUDIO AND VIDEO CONFERENCING 

The contractor shall support audio and video conference requests. The work shall include: 

a. Scheduling and setup of conferencing equipment, and provide connection support to 

participating locations.  

b. Maintaining and arranging for repair of conferencing equipment.  

c. Audio conferencing equipment is located throughout the Regional Office, in addition to a 

small audio bridge conference system, with connectivity through the VoIP network. 

d. Maintaining both ISDN and IP connectivity to audio/video devices. 

e. Performing authorized Audio/Video/VTC/CCTV related tasks as approved via the 

ticketing system or by the TM including AV cabling, troubleshooting and installation of 

displays, speakers, camera or other AV equipment.  

f. Providing the above AV support for VTC rooms/systems, presentation and informational 

displays, digital signage, CCTV, cable satellite TV distribution and streaming video. 

g. Performing and monitoring installation and maintenance of various telecommunications 

equipment for the benefit of EPA’s voice network services, overhead paging network, 

facsimile, audio and video conferencing, TTY equipment, headsets, handsets, ACD 

equipment and all other acquired telecommunications equipment by EPA. 

h. Performing installation, maintenance, testing and documentation of wiring system 

(including data wiring). Documentation includes floor plans with office/cubical locations. 
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C.6.6.4   SUBTASK 6-4 - COOP AND REGIONAL RESPONSE CENTER (RRC) 

SUPPORT  

The contractor shall provide COOP site set up, testing, troubleshooting and repair of all 

telecommunications associated with an actual COOP event and all COOP drills and exercises.  

The contractor shall be available 24/7, if needed.  The Regional Response Center (RRC) may 

have emergencies other than regional COOP emergencies for which contractor shall be expected 

to assist at the Athens, GA or Norcross, GA sites. 

C.6.7.1   TASK 7 – PROVIDE ENTERPRISE END USER AS-NEEDED CAPABILITIES - 

SURGE.  

The contractor shall support planned and unplanned surge support services. These support 

services may cross all task and subtask areas within the TO. The contractor shall account for 

surge activities and provide the resources necessary to accommodate them without burdening 

Government and contractor operational staff. During the life of the TO, the workload in any one 

area may grow significantly for a period of time. Some activities are recurring while others are 

not. Recurring activities include, but are not limited to, audit support, the annual physical 

inventory of IT assets, year-end procurements, and technology refresh cycles. Examples of non-

recurring activities include major system rollouts, major office moves, COOP/DR events, 

unexpected increases in Federal staffing to meet EPA mandates, and implementation of new 

EPA programs and projects.  

For project support work, the contractor shall develop project and design plans, and once the 

plans and scheduled dates are mutually agreed to between the Government and contractor, the 

contractor shall ensure actual implementation dates do not deviate from the planned schedule 

dates by more than 14 calendar days. 
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E.1   PLACE OF INSPECTION AND ACCEPTANCE 

Inspection and acceptance of all work performance, reports, and other deliverables under this TO 

will be performed by the FEDSIM COR and the EPA TPOC. 

E.2   SCOPE OF INSPECTION 

All deliverables will be inspected for content, completeness, accuracy, and conformance to TO 

requirements by the FEDSIM COR and TPOC. Inspection may include validation of information 

or software through the use of automated tools, testing, or inspections of the deliverables, as 

specified in the TO. The scope and nature of this inspection will be sufficiently comprehensive to 

ensure the completeness, quality, and adequacy of all deliverables. 

The Government requires a period NTE 15 workdays after receipt of final deliverable items for 

inspection and acceptance or rejection. 

E.3   BASIS OF ACCEPTANCE 

The basis for acceptance shall be in compliance with the requirements set forth in the TO, and 

relevant terms and conditions of the contract. Deliverable items rejected shall be corrected in 

accordance with the applicable clauses. 

The final acceptance will occur when all discrepancies, errors, or other deficiencies identified in 

writing by the Government have been resolved, through documentation updates, program 

correction, or other mutually agreeable methods. 

Reports, documents, and narrative-type deliverables will be accepted when all discrepancies, 

errors, or other deficiencies identified in writing by the Government have been corrected. 

If the draft deliverable is adequate, the Government may accept the draft and provide comments 

for incorporation into the final version. 

All of the Government’s comments on deliverables shall either be incorporated in the succeeding 

version of the deliverable, or the contractor shall explain to the Government’s satisfaction why 

such comments should not be incorporated. 

If the Government finds that a draft or final deliverable contains spelling errors, grammatical 

errors, or improper format, or otherwise does not conform to the quality assurance requirements 

stated within this TO, the document may be rejected without further review and returned to the 

contractor for correction and resubmission. If the contractor requires additional Government 

guidance to produce an acceptable draft, the contractor shall arrange a meeting with the FEDSIM 

COR.  

E.4   DRAFT DELIVERABLES 

The Government will provide written acceptance, comments, and/or change requests, if any, 

within 15 workdays (unless specified otherwise in Section F) from Government receipt of the 

draft deliverable. Upon receipt of the Government comments, the contractor shall have ten 

workdays to incorporate the Government’s comments and/or change requests and to resubmit the 

deliverable in its final form. 
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E.5   WRITTEN ACCEPTANCE/REJECTION BY THE GOVERNMENT  

The FEDSIM CO/COR will provide written notification of acceptance or rejection (Section J, 

Attachment T) of all final deliverables within 15 workdays (unless specified otherwise in Section 

F). All notifications of rejection will be accompanied with an explanation of the specific 

deficiencies causing the rejection. 

E.6   NON-CONFORMING PRODUCTS OR SERVICES 

Non-conforming products or services will be rejected. Deficiencies shall be corrected, by the 

contractor, within ten workdays of the rejection notice. If the deficiencies cannot be corrected 

within ten workdays, the contractor shall immediately notify the FEDSIM COR of the reason for 

the delay and provide a proposed corrective action plan within ten workdays.  

If the contractor does not provide products or services that conform to the requirements of this 

TO, the Government will document the issues associated with the non-conforming products or 

services in the award fee determination report, and there will be an associated reduction in the 

award fee earned. 
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c. Briefings MS PowerPoint, Google Slides 

d. Drawings MS Visio, Google Drawings 

e. Schedules MS Project, 

F.6   PLACE(S) OF DELIVERY 

Copies of all deliverables shall be delivered to the FEDSIM COR at the following address: 

GSA FAS AAS FEDSIM 

ATTN:  Kent Taylor (QF0B) 

1800 F Street, NW 

Washington, D.C. 20405 

Telephone: (202) 480-7302 

Email: kent.taylor@gsa.gov 

Copies of all deliverables shall also be delivered to the EPA TPOC at the following address: 

 EPA Office of Information Technology Operations 

ATTN: Sergey Minchenkov  

USEPA Headquarters 

William Jefferson Clinton Building 

1200 Pennsylvania Avenue, N.W. 

Mail Code: 2831T 

Washington, D.C. 20460 

Telephone: 202-556-0361 

Email: Minchenkov.Sergey@epa.gov 

 

F.7   NOTICE REGARDING LATE DELIVERY/PROBLEM NOTIFICATION REPORT 

(PNR) 

The contractor shall notify the FEDSIM COR via a Problem Notification Report (PNR) (Section 

J, Attachment U) as soon as it becomes apparent to the contractor that a scheduled delivery will 

be late. The contractor shall include in the PNR the rationale for late delivery, the expected date 

for the delivery, and the project impact of the late delivery. The FEDSIM COR will review the 

new schedule and provide guidance to the contractor. Such notification in no way limits any 

Government contractual rights or remedies including, but not limited to, termination. 
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G.1   CONTRACTING OFFICER’S REPRESENTATIVE (COR) 

The FEDSIM CO appointed a FEDSIM COR in writing through a COR Appointment Letter 

(Section J, Attachment A). The FEDSIM COR will receive, for the Government, all work called 

for by the TO and will represent the FEDSIM CO in the technical phases of the work. The 

FEDSIM COR will provide no supervisory or instructional assistance to contractor personnel. 

The FEDSIM COR is not authorized to change any of the terms and conditions, scope, schedule, 

and price of the Contract or the TO. Changes in the scope of work will be made only by the 

FEDSIM CO by properly executed modifications to the Contract or the TO. 

G.1.1   CONTRACT ADMINISTRATION 

Contracting Officer: 

Elizabeth Steiner 

GSA FAS AAS FEDSIM (QF0B) 

1800 F Street, NW 

Washington, D.C. 20405 

Telephone: (202) 341-8474 

Email: Elizabeth.Steiner@gsa.gov 

Contracting Officer’s Representative: 

Kent Taylor 

GSA FAS AAS FEDSIM (QF0B) 

1800 F Street, NW 

Washington, D.C. 20405 

Telephone: 202-480-7302 

Email: kent.taylor@gsa.gov 

Technical Point of Contact: 

 Sergey Minchenkov 

EPA Office of Information Technology Operations 

USEPA Headquarters 

William Jefferson Clinton Building 

1200 Pennsylvania Avenue, N.W. 

Mail Code: 2831T 

Washington, D.C. 20460 

Telephone: 202-556-0361 

Email: Minchenkov.Sergey@epa.gov 

Alternate Technical Point of Contact: 

 Marilyn Franklin 

EPA Office of Information Technology Operations 

USEPA Headquarters 

William Jefferson Clinton Building 

1200 Pennsylvania Avenue, N.W. 
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Mail Code: 2831T 

Washington, D.C. 20460 

Telephone: 202-556-0752 

Email: Franklin.Marilyn@epa.gov 

 

G.2   INVOICE SUBMISSION 

The contractor shall submit Requests for Payments in accordance with the format contained in 

General Services Administration Acquisition Manual (GSAM) 552.232-25, PROMPT 

PAYMENT (NOV 2009), to be considered proper for payment. In addition, the following data 

elements shall be included on each invoice: 

Task Order Number:  (from GSA Form 300, Block 2) 

Paying Number:  (ACT/DAC NO.) (From GSA Form 300, Block 4) 

FEDSIM Project Number: EP00802 

Project Title: ITS EPA III Task Order 1 

The contractor shall certify with a signed and dated statement that the invoice is correct and 

proper for payment. 

The contractor shall provide invoice backup data in accordance with the contract type, including 

detail such as labor categories, rates, and quantities of labor hours per labor category.  

The contractor shall submit invoices as follows: 

The contractor shall utilize FEDSIM’s electronic Assisted Services Shared Information SysTem 

(ASSIST) to submit invoices. The contractor shall submit invoices electronically by logging onto 

the following link (requires Internet Explorer to access the link): 

https://portal.fas.gsa.gov 

Log in using your assigned ID and password, navigate to the order against which you want to 

invoice, click the Invoices and Acceptance Reports link in the left navigator, and then click the 

Create New Invoice button. The AASBS Help Desk should be contacted for support at 877-472-

4877 (toll free) or by email at AASBS.helpdesk@gsa.gov. By utilizing this method, no paper 

copy of the invoice shall be submitted to GSA FEDSIM or the GSA Finance Center. However, 

the FEDSIM COR may require the contractor to submit a written “hardcopy” invoice with the 

client’s certification prior to invoice payment. A paper copy of the invoice is required for a 

credit. 

G.3   INVOICE REQUIREMENTS 

The contractor shall submit a draft copy of an invoice to the client POC for review prior to its 

submission to GSA. The draft invoice shall not be construed as a proper invoice in accordance 

with FAR 32.9 and GSAM 532.9. The contractor shall submit simultaneous copies of the invoice 

to both GSA and the client POC. Receipts are provided on an as requested basis. 

If the TO has different contract types, each should be addressed separately in the invoice 

submission. 



SECTION G – CONTRACT ADMINISTRATION DATA 

Task Order GSQ0017AJ0036               PAGE G-3 

Modification PO33 
 

The final invoice is desired to be submitted within six months of project completion. Upon 

project completion, the contractor shall provide a final invoice status update monthly. 

Regardless of contract type, the contractor shall report the following: 

a. GWAC Contract Number   

b. Task Order Award Number (NOT the Solicitation Number)  

c. Contractor Invoice Number  

d. Contractor Name 

e. Point of Contact Information 

f. Current period of performance. 

g. Amount of invoice that was subcontracted.  

h. Amount of invoice that was subcontracted to a small business.  

G.3.1 COST-PLUS-AWARD-FEE (CPAF) CLINs (for LABOR)   

The contractor may invoice monthly on the basis of cost incurred for the CPAF CLINs. The 

invoice shall include the period of performance covered by the invoice (all current charges shall 

be within the active period of performance) and the CLIN number and title. All hours and costs 

shall be reported by CLIN element (as shown in Section B), by contractor employee, and shall be 

provided for the current billing month and in total from project inception to date. The contractor 

shall provide the invoice data in spreadsheet form with the following detailed information. The 

listing shall include separate columns and totals for the current invoice period and the project to 

date. 

a. Employee name (current and past employees) 

b. Employee company  

c. Employee Alliant labor category 

d. Exempt or non-exempt 

e. Applicable SCA rate for SCA occupations according to DOL wage determination locality 

and revision number  

f. Monthly and total cumulative hours worked 

g. Direct Labor Rate 

h. Corresponding negotiated proposed rate  

i. Effective hourly rate (e.g. cumulative costs/cumulative hours) 

j. Itemization of cost centers applied to each individual invoiced 

k. Itemized breakout of indirect costs (e.g., Fringe, Overhead (OH), General and 

Administrative (G&A) burdened costs for each individual invoiced (rollups are 

unacceptable)) 

l. Any cost incurred not billed by CLIN (e.g. lagging costs) 

m. Labor adjustments from any previous months (e.g., timesheet corrections) 

n. Current approved billing rate percentages in support of  costs billed 

o. Provide comments for deviation outside of normal hours worked for the month 
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All cost presentations provided by the contractor in Excel shall show indirect charges itemized 

by individual with corresponding indirect rates with cost center information. The invoice detail 

shall be organized by CLIN.  

The contractor may invoice for fee after accepting the modification which includes the award fee 

determination and any corresponding deobligation of unearned fee. See the Award Fee 

Determination Plan in Section J, Attachment D for additional information on the award fee 

determination process. 

When the Incurred Cost method is used to determine the Award Fee Pool Allocation for an 

Award Fee period, the incurred cost shall be calculated using approved provisional billing rates 

as established by the cognizant Government auditor, in accordance with FAR 42.704. Approved 

provisional billing rates shall not be adjusted for the purpose of accumulating incurred costs and 

calculating the Award Fee Pool Allocation. 

G.3.2   TOOLS AND OTHER DIRECT COSTS (ODCs) 

The contractor may invoice monthly on the basis of cost incurred for the Tools and ODC CLINs. 

The invoice shall include the period of performance covered by the invoice and the CLIN 

number and title. In addition, the contractor shall provide the following detailed information for 

each invoice submitted, as applicable. Spreadsheet submissions are required. 

a. Tools and/or ODCs purchased 

b. Consent to Purchase number or identifier 

c. Date accepted by the Government 

d. Associated CLIN 

e. Project-to-date totals by CLIN 

f. Cost incurred not billed 

g. Remaining balance of the CLIN 

All cost presentations provided by the contractor shall also include Overhead charges, General 

and Administrative charges and Fee in accordance with the contractor’s Defense Contract Audit 

Agency (DCAA) cost disclosure statement. 

G.3.3   TRAVEL 

Contractor costs for travel will be reimbursed at the limits set in the following regulations (see 

FAR 31.205-46): 

a. Joint Travel Regulation (JTR) - prescribed by the GSA, for travel in the contiguous U.S. 

b. Federal Travel Regulation (FTR) Volume 2, Department of Defense (DoD) Civilian 

Personnel, Appendix A - prescribed by the DoD, for travel in Alaska, Hawaii, and 

outlying areas of the U.S. 

c. Department of State Standardized Regulations (DSSR) (Government Civilians, Foreign 

Areas), Section 925, “Maximum Travel Per Diem Allowances for Foreign Areas” - 

prescribed by the Department of State, for travel in areas not covered in the FTR or JTR. 



SECTION G – CONTRACT ADMINISTRATION DATA 

Task Order GSQ0017AJ0036               PAGE G-5 

Modification PO33 
 

The contractor may invoice monthly on the basis of cost incurred for cost of travel comparable 

with the JTR. The invoice shall include the period of performance covered by the invoice, the 

CLIN number and title. Separate worksheets, in MS Excel format, shall be submitted for travel. 

CLIN/Task Total Travel: This invoice information shall identify all cumulative travel costs billed 

by CLIN/Task. The current invoice period’s travel details shall include separate columns and 

totals and include the following: 

a. Travel Authorization Request number or identifier, approver name, and approval date 

b. Current invoice period 

c. Names of persons traveling 

d. Number of travel days 

e. Dates of travel 

f. Number of days per diem charged 

g. Per diem rate used 

h. Total per diem charged 

i. Transportation costs 

j. Total charges 

k. Explanation of variances exceeding ten percent of the approved versus actual costs 

l. Indirect handling rate 

. 

All cost presentations provided by the contractor shall also include Overhead charges and 

General and Administrative charges in accordance with the contractor’s DCAA cost disclosure 

statement.  

G.4   TASK ORDER CLOSEOUT 

The Government will unilaterally close out the TO six years after the end of the TO period of 

performance if the contractor does not provide final DCAA rates by that time.  
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H.1   KEY PERSONNEL 

The following are the minimum personnel who shall be designated as “Key.” The Government 

does not intend to dictate the composition of the ideal team to perform this TO.  

a. Program Manager (PM) 

b. Service Delivery Manager 

c. Service Desk Manager 

 

The Government desires that Key Personnel be assigned for the duration of the TO. All Key 

Personnel must possess excellent oral and written communication skills and be fluent in English. 

H.1.1   PROGRAM MANAGER 

The contractor shall identify a full-time, single PM to serve as the Government’s primary POC 

and to provide overall leadership and guidance for all contractor personnel assigned to the 

TO. The PM is ultimately responsible for the quality and efficiency of the TO, to include both 

technical issues and business processes. The PM shall be an employee of the prime contractor. 

This PM shall have the authority to commit the contractor’s organization and make decisions for 

the contractor’s organization in response to Government issues, concerns, or problems. This 

individual will direct, plan, organize, control and manage the project/program to ensure that all 

contractual obligations are fulfilled in an efficient and timely manner. The PM will be assigned 

to complex programs involving multiple tasks, multiple performing organizations, and complex 

responsibilities. This person shall be readily available to respond to Government questions, 

concerns, and comments, as well as be proactive in alerting the Government to potential 

contractual or programmatic issues including situations that may comprise the contractor’s 

ability to provide services. 

It is required that the PM has the following qualifications: 

a. Certified Project Management Professional Certification (Project Management 

Professional (PMP) or Program Management Professional (PgMP)) at the time of 

proposal Part III submission. 

It is desired that the PM has the following qualifications: 

a. A minimum of 3 years of experience with the management of an Enterprise IT Service 

Delivery and Management Program similar in size, scope, and complexity to the 

requirements of this Task Order Request (TOR). 

b. ITIL® Foundation Level Certification (or better). 

c. A minimum of 10 years’ experience managing large projects with organizational 

complexity. 

d. Experience with the management, manpower utilization, and supervision of employees 

(including subcontractors) of various labor categories and skills in projects similar in size 

and scope as proposed for this TOR. 

e. Familiarity with the administration of cost-type contracts. 
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H.1.2   SERVICE DELIVERY MANAGER 

The Service Delivery Manager shall manage all service delivery-related processes and the 

delivery of projects from engineering to operation; shall be the service owner for all end user and 

customer-facing IT services and solutions; and shall ensure end-to-end delivery of services based 

on Government-approved ITSM processes consistent with industry best practices. 

It is desired that the Service Delivery Manager has the following qualifications: 

a. Experience in providing Enterprise IT Services similar in size, scope, and complexity to 

the requirements of this TOR, including implementation of ITIL best practices. 

b. Certified Project Management Professional Certification (Project Management 

Professional or PgMP) at the time of proposal Part III submission. 

c. ITIL® Intermediate Level Certification (or better). 

d. Demonstrated success improving, optimizing, standardizing, and streamlining customer 

support processes that yielded improvements in customer satisfaction and resulted in cost 

reductions. 

e. Five years’ experience managing IT service delivery requirements similar in size, scope 

and complexity to this TOR.  

f. Five years’ experience managing service desk teams supporting the requirement similar 

in size, scope, and complexity to this TOR. 

g. Demonstrated experience providing performance-based customer service support against 

multiple performance metrics in the Federal Government. 

h. Experience in communicating with Government personnel, including agency executives. 

H.1.3   SERVICE DESK MANAGER 

The Service Desk Manager shall manage the performance of service desk and deskside services 

to users. The Service Desk Manager will provide users efficient and timely first and second level 

support to ensure that service levels are achieved in line with the TO and that customer 

expectations are met or exceeded.  

It is desired that the Service Desk Manager has the following qualifications: 

a. Certified ITIL® Intermediate Level Certification (or better). 

b. Certified Project Management Professional Certification (Project Management 

Professional or PgMP)). 

c. Five or more years of related technical and managerial experience in an end-to-end 

service desk and deskside service delivery environment similar in terms of size, scope 

and complexity to that of this TOR 

d. Help Desk Institute or Service Desk Institute Service Desk Manager Certification.  

e. Demonstrated success improving, optimizing, standardizing, and streamlining customer 

support processes that yielded improvements in customer satisfaction and resulted in cost 

reductions. 

f. Demonstrated experience and proven success implementing changes, processes, and 

standards to improve an enterprise-wide service desk.  

g. Demonstrated experience with service desk technologies proposed by the contractor. 
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h. Demonstrated experience providing performance-based customer service support against 

multiple performance metrics in the Federal Government. 

i. Demonstrated in-depth experience with the implementation and customization of service 

desk tools and automation technologies. 

H.1.4   NON-KEY PERSONNEL REQUIREMENTS 

All personnel assigned to the TO and who have access to EPA systems must meet the necessary 

security standards required before they can be given badges or passwords (see H.4). It is desired 

that the non-key Project Managers have an active certification in accordance with Project 

Management Institute (PMI) Project Management Body of Knowledge (PMBOK) as a Project 

Management Professional.  In addition, all personnel must be knowledgeable of and adhere to all 

EPA policies and procedures, including the maintenance of all certifications, training, and 

licenses specific to their job function.  All personnel must complete all required EPA training.  

H.1.5   KEY PERSONNEL SUBSTITUTION 

The contractor shall not replace any personnel designated as Key Personnel without the written 

concurrence of the CO. Prior to utilizing other than personnel specified in proposals in response 

to a TOR, the contractor shall notify the Government CO and the COR of the existing TO. This 

notification shall be no later than ten calendar days in advance of any proposed substitution and 

shall include justification (including resume(s) and labor category of proposed substitution(s)) in 

sufficient detail to permit evaluation of the impact on TO performance. 

Substitute personnel qualifications shall be equal to, or greater than, those of the personnel being 

substituted. If the Government CO and the COR determine that a proposed substitute personnel 

is unacceptable, or that the reduction of effort would be so substantial as to impair the successful 

performance of the work under the TO, the contractor may be subject to default action as 

prescribed by FAR 52.249-6 Termination (Cost Reimbursement). 

H.1.6   CONTRACTOR PERSONNEL REMOVAL AND REPLACEMENT  

The Government CO and COR may require the contractor to remove and/or replace contractor 

personnel during the life of the TO for cause. 

H.2   GOVERNMENT-FURNISHED PROPERTY (GFP) 

GFP provided may change throughout the life of the TO. The Government envisions furnishing 

the contractor with the following equipment: 

a. Work space [laptop and phone] will be provided for individuals assigned full time to 

EPA. a. In addition, onsite performance will include containers for document storage and 

access to network multifunction printers.   

b. Laptop computers and mobile devices (smart phones) as needed. 

c. Passwords and access cards and/or tokens (upon completion of security requirements) to 

systems, tools, and devices required for performance of the work. 

d. For contractor personnel not located in Government space, EPA will provide remote 

access to the EPA network. 
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e. The Government will provide an EPA-owned email account, and service desk toll-free 

and international numbers. 

f. Government will initially furnish tools for remote assistance and endpoint management 

(see Section J, Attachment P for Tools Supported and Utilized) 

H.3   GOVERNMENT-FURNISHED INFORMATION (GFI) 

The Government will provide the historical data from its current ITSM Tracking Tool, Remedy 

ITSM v.8 that must be transferred to and used by the incoming service desk tool. The 

Government will also furnish the contractor with the documentation available for existing 

hardware and software in use as part of EPA’s operations. In addition, detailed descriptions of 

EPA’s current IT platforms, customers, locations, and other technical information not provided 

in Section J that is needed to perform the TO will be provided during the Transition-In period. 

H.4   SECURITY REQUIREMENTS 

Work cannot begin on a contract requiring unescorted physical access to an EPA-controlled 

office or facility until after the contractor employee investigation process has been initiated. Prior 

to starting work at an EPA facility, contractors must submit all applicable paperwork, as 

identified in the contract, and have that paperwork reviewed and approved by the EPA Personnel 

Security Branch (PSB). In addition, contractor employees must be fingerprinted by the EPA and 

receive favorable results. Once these requirements have been met, contractor employees may 

begin work while OPM conducts the background investigation. 

TPOCs are the focal point for processing contractor security applications and are responsible for 

ensuring the investigative process is initiated in a timely manner. Prior to implementation, PSB 

will provide TPOCs with training materials and detailed instructions. 

The following are basic steps for the investigative process: 

a. Contractor company point of contact logs onto the secure EPA-identified portal 

iBOARD, creates an account, and submits complete employee information (name, Social 

Security Number, date of birth, citizenship, etc.). The processing time will vary 

depending on the number of employees the contractor submits. 

b. TPOC reviews and approves the data using the iBOARD utility in EPASS. Again, the 

amount of processing time necessary will vary depending on the number of employees 

submitted. 

c. TPOC completes risk designation by answering five questions in EPASS. Based on the 

answers to the questions, a risk designation is automatically assigned. 

d. Local/regional security representative approves or changes the position’s risk 

designation. On average, this could take up to three business days. 

e. PSB performs a reciprocity check for prior investigations. Equivalent background checks 

from other agencies are considered acceptable. On average, this could take up to two 

business days. 

f. Contractor personnel access OPM’s Electronic Questionnaires for Investigations 

Processing (e-QIP) system to complete required standard investigative forms. This is only 

necessary for contractor employees who need access for more than six months. 
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g. All contractor employees must be fingerprinted and provide two forms of ID, at a time 

and location to be specified by Security Management Division (SMD). Those needing 

access for more than six months must also be photographed. CORs will be copied on all 

notifications sent to contractor employees. The amount of processing time necessary will 

vary depending on the location. At headquarters, fingerprinting can be done without an 

appointment during normal business hours. Security offices collecting electronic 

fingerprints, like headquarters, can expect results in two to three business days. 

Collecting fingerprints on paper can take five or more business days. 

H.4.1   INFORMATION ASSURANCE  

The contractor may have access to sensitive (to include privileged and confidential) data, 

information, and materials of the U.S. Government. These printed and electronic documents are 

for internal use only and remain the sole property of the U.S. Government. Some of these 

materials are protected by the Privacy Act of 1974 (AMENDED) and other applicable laws. .  

H.4.1.1 SAFEGUARDING SENSITIVE DATA AND INFORMATION TECHNOLOGY 

RESOURCES 

During the course of performing the work stated within this SOW, contractor employees and 

staff may come in contact with Confidential Business Information (CBI), Law Enforcement 

information or other information considered sensitive.  Examples of sensitive information 

include the following: 

a. Identity of product inert ingredients.   

b. Identity of product ingredient sources.   

1. Description of manufacturing or quality control processes and corresponding 

impurities.   

c. Product chemistry registration data.   

d. Information about pending registration actions.   

e. Sales, production or other commercial or financial information.  The contractor shall 

protect all sensitive information from unauthorized disclosure. Neither the contractor nor 

any of its employees or affiliates shall disclose or disseminate any sensitive information 

that could result in, or increase the likelihood or possibility of, a breach of EPA’s policies 

regarding its handling. The contractor shall ensure all sensitive information it comes in 

contact with during the performance of this Task Order is handled in accordance with 

EPA policy and procedures relating to sensitive information and the National 

Environmental Information Systems Engineering Center (NEISEC) security plan as it 

relates to the handling of sensitive information. Even if the COR decides no confidential 

information will be accessed on this Task Order, the contractor must ensure all Agency 

information is safeguarded during the performance of this project in accordance with 

EPA information security policy and procedures, the security plan for this Task Order, 

and the NEISEC security plan as it relates to protecting EPA information resources. The 

contractor shall also adhere to all physical and logical security requirements as identified 

in EPA Order 3210 - Physical Security Program. This requirement includes dissemination 

of information that might result in a negative impact to the government’s reputation. 
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The following EPA policies must be followed. These policies can be found at: 

https://www.epa.gov/irmpoli8/current-information-directives 

a. CIO 2104.0 Software Management and Piracy Policy 

b. CIO 2130.1 Section 508: Accessible Electronic and Information Technology 

c. CIO 2134.0 Information Collection Policy 

d. CIO 2135.0 Enterprise Information Management Policy (EIMP) 

e. CIO 2150.1 Interim Agency Network Security Policy 

f. CIO 2150.3 Environmental Protection Agency Information Security Policy 

g. CIO 2150.4 Mobile Computing Policy 

h. CIO 2151.1 Privacy Policy 

i. CIO 2155.1 Records Management Policy 

j. CIO 2171.0 Information Access Policy 

k. CIO 2180.1 Web Governance and Management 

l. CIO 2181.0 Posting Copyrighted Works on EPA Web Site 

m. CIO 2184.0 Social Media Policy 

H.4.2   SECURITY CLEARANCES 

All contractor personnel participating in the design, development, operation, and/or maintenance 

of sensitive systems/applications, or having access to sensitive information are required to have 

an appropriate level of background screening. The contractor must follow the procedures to 

obtain local access badges and/or EPA Personnel Access and Security System (EPASS) badges.   

The level of screening required under OMB Circular A-130 varies from minimal checks (SF 

85P, Questionnaire for Public Trust Positions) to full background investigations (SF 86, 

Questionnaire for National Security Positions depending on the sensitivity of the information to 

be handled, and the risk and magnitude of loss or harm that could be caused by the individual. 

The contractor's Information Security Office (ISO) shall review all SF 85, for Public Trust 

positions or SF 86, National Security Positions for accuracy and completeness and deliver these 

form(s) to EPA's Technical Information Security Staff, OTOP, OEI within 10 workdays after 

award of the TO or change in personnel. The contractor shall identify those individuals with a 

change in status (i.e., transferred, terminated, resigned, etc., within 10 workdays to the COR. The 

contractor shall identify those individuals not specifically identified by the SOW, if needed, (i.e., 

Human Resources representative), and request their background investigations be adjudicated. 

Additional background checks (SF 86s) will be performed on all contractor and subcontractor 

employees who have access to Confidential Business Information (CBI, EPA financial data, (e. 

g., payroll) and data related to FIFRA, TSCA, and RCRA CBI. Upon completion of the 

investigations, the TJSS shall provide written authorization to the contractor authorizing 

contractor and/or subcontractor employees’ access to sensitive information, including CBI via 

the contractor's ISO. 

Costs for conducting the required personnel investigations will be paid by EPA. Investigations 

will be conducted in accordance with Office of Personnel Management minimum investigations 

requirements.  
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Homeland Security Presidential Directive 12 (HSPD-12), entitled “Policy for a Common 

Identification Standard for Federal Employees and Contractors,” calls for a mandatory, 

government-wide standard for the issuance of secure and reliable forms of identification to 

executive branch employees and employees of federal contractors for access to federally-

controlled facilities and networks. Consequently, EPA initiated the EPASS project to meet the 

objectives and requirements of HSPD-12, as well as to ensure the security of EPA employees 

and personnel, facilities, and systems. 

EPAAG Appendix 4.13.1-A entitled, “Agency Access Badge Requirements for On-site 

Contractor Personnel,” shall be included in all new contracts, that require contractor employees 

to have unescorted on-site access to an EPA-controlled facility, awarded on December 1, 2011 

and after (including simplified acquisition purchase orders, orders placed against General 

Services Administration Multiple Award Schedule Contracts, Government-Wide Acquisition 

Contracts, and Multi-Agency Contracts).  

H.5   ORGANIZATIONAL CONFLICT OF INTEREST AND NON-DISCLOSURE 

REQUIREMENTS 

a. If a contractor is currently performing work, has performed or anticipates performing 

work that creates or represents an actual or potential organizational conflict of interest 

(OCI), the contractor shall immediately disclose this actual or potential OCI to GSA in 

accordance with FAR Subpart 9.5. The nature of the OCI may involve the prime 

contractor, subcontractors of any tier, or teaming partners.  

b. The contractor is required to complete and sign an OCI Statement (see Section J, 

Attachment V). The contractor must represent either that (1) It is not aware of any facts 

which create any actual or potential OCI relating to the award of this contract, or (2) It 

has included information in its proposal, providing all current information bearing on the 

existence of any actual or potential OCI and has included a mitigation plan in accordance 

with paragraph (c) below. 

c. If the contractor with an actual or potential OCI believes the conflict can be avoided, 

neutralized, or mitigated, the contractor shall submit a mitigation plan to the Government 

for review.  

d. In addition to the mitigation plan, the FEDSIM CO may require further information from 

the contractor. The FEDSIM CO will use all information submitted by the contractor, and 

any other relevant information known to the Government, to determine whether an award 

to the contractor may take place, and whether the mitigation plan adequately avoids, 

neutralizes, or mitigates the OCI. 

e. If any such conflict of interest is found to exist, the FEDSIM CO may determine that the 

conflict cannot be avoided, neutralized, mitigated or otherwise resolved to the satisfaction 

of the Government and the contractor may be found ineligible for award. Alternatively, 

the FEDSIM CO may determine that it is otherwise in the best interest of the United 

States to contract with the contractor and include the appropriate provisions to avoid 

neutralize, mitigate, or waive such conflict in the contract awarded.  
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H.5.1   NON-DISCLOSURE REQUIREMENTS 

If the contractor acts on behalf of, or provides advice with respect to any phase of an agency 

procurement, as defined in FAR 3.104-4, then the contractor shall execute and submit a 

Corporate Non-Disclosure Agreement (NDA) Form (Section J, Attachment W) and ensure that 

all its personnel (to include subcontractors, teaming partners, and consultants) who will be 

personally and substantially involved in the performance of the TO: 

a. Are listed on a signed Addendum to Corporate Non-Disclosure Agreement (NDA) Form 

(Section J, Attachment W) prior to the commencement of any work on the TO.  

b. Are instructed in the FAR 3.104 requirements for disclosure, protection, and marking of 

contractor bid or proposal information, or source selection information. 

c. Are instructed in FAR Part 9 for third-party disclosures when acting in an advisory 

capacity. 

All proposed replacement contractor personnel also must be listed on a signed Addendum to 

Corporate NDA and be instructed in the requirements of FAR 3.104. Any information provided 

by contractors in the performance of this TO or obtained from the Government is only to be used 

in the performance of the TO. The contractor shall put in place appropriate procedures for the 

protection of such information and shall be liable to the Government for any misuse or 

unauthorized disclosure of such information by its personnel, as defined above. 

H.6   SECTION 508 COMPLIANCE REQUIREMENTS 

Unless the Government invokes an exemption, all Electronic and Information Technology (EIT) 

products and services proposed shall fully comply with Section 508 of the Rehabilitation Act of 

1973, per the 1998 Amendments, 29 United States Code (U.S.C.) 794d, and the Architectural 

and Transportation Barriers Compliance Board’s Electronic and Information Technology 

Accessibility Standards at 36 Code of Federal Regulations (CFR) 1194. The contractor shall 

identify all EIT products and services provided, identify the technical standards applicable to all 

products and services provided, and state the degree of compliance with the applicable standards. 

Additionally, the contractor must clearly indicate where the information pertaining to Section 

508 compliance can be found (e.g., Vendor’s or other exact web page location). The contractor 

must ensure that the list is easily accessible by typical users beginning at time of award.  

H.7   SECTION 504 COMPLIANCE REQUIREMENTS 

Unless the Government invokes an exemption, Section 504 requires agencies to provide 

individuals with disabilities an equal opportunity to participate in their programs and benefit 

from their services, including the provision of information to employees and members of the 

public. Agencies must provide appropriate auxiliary aids where necessary to ensure an equal 

opportunity. Types of auxiliary aids may include brailed or large print versions of materials, 

electronic diskettes, audiotapes, qualified interpreters or readers, telecommunications devices for 

deaf persons (TDDs), captioning of video, and other methods of making information available 

and accessible to persons with disabilities. In considering what type of auxiliary aid to provide, 

agencies must give primary consideration to the request of the individual with a disability and 

shall honor that request, unless it can demonstrate that another effective means of 

communication exists. All products and services proposed shall fully comply with Section 504, 
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and the contractor must ensure that the auxiliary aids are accessible by typical users beginning at 

time of award.  

H.8   COST ACCOUNTING SYSTEM 

The adequacy of the contractor’s accounting system and its associated internal control system, as 

well as contractor compliance with the Cost Accounting Standards (CAS); affect the quality and 

validity of the contractor data upon which the Government must rely for its management 

oversight of the contractor and contract performance. The contractor’s cost accounting system 

shall be adequate during the entire period of performance and shall permit timely development of 

all necessary cost data in the form required by the contract. 

H.9   PURCHASING SYSTEMS 

The objective of a contractor purchasing system assessment is to confirm it is a Government-

approved purchasing system and evaluate the efficiency and effectiveness with which the 

contractor spends Government funds and complies with Government policy with subcontracting. 

A Government audited and approved purchasing system (e.g. approved by DCAA or DCMA) is 

mandatory for the prime contractor. 

When and if reviews are conducted of the purchasing system, the contractor shall provide the 

results of the review to the FEDSIM CO within ten workdays from the date the results are known 

to the contractor. 

H.10   TRAVEL 

H.10.1   TRAVEL REGULATIONS 

Contractor costs for travel will be reimbursed at the limits set in the following regulations (see 

FAR 31.205-46): 

a. Federal Travel Regulations (FTR) - prescribed by the GSA, for travel in the contiguous 

U.S. 

b. Joint Travel Regulations (JTR), Volume 2, Department of Defense (DoD) Civilian 

Personnel, Appendix A - prescribed by the DoD, for travel in Alaska, Hawaii, and 

outlying areas of the U.S. 

c. Department of State Standardized Regulations (DSSR) (Government Civilians, Foreign 

Areas), Section 925, “Maximum Travel Per Diem Allowances for Foreign Areas” - 

prescribed by the Department of State, for travel in areas not covered in the FTR or JTR. 

 

H.10.2   TRAVEL AUTHORIZATION REQUESTS 

Before undertaking travel to any Government site or any other site in performance of this TO, 

the contractor shall have this travel approved by, and coordinated with, the FEDSIM COR. 

Notification shall include, at a minimum, the number of persons in the party, traveler name, 

destination, duration of stay, purpose, and estimated cost. Prior to any long-distance travel, the 

contractor shall prepare a TAR (Section J, Attachment X) for Government review and approval. 

Long-distance travel will be reimbursed for cost of travel comparable with the FTR.  

Requests for travel approval shall: 
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a. Be prepared in a legible manner. 

b. Include a description of the travel proposed including a statement as to purpose. 

c. Be summarized by traveler. 

d. Identify the TO number. 

e. Identify the CLIN associated with the travel. 

f. Be submitted in advance of the travel with sufficient time to permit review and approval. 

The contractor shall use only the minimum number of travelers and rental cars needed to 

accomplish the task(s). Travel shall be scheduled during normal duty hours whenever possible.  

 H.11   TOOLS (HARDWARE/SOFTWARE) AND/OR ODCs 

The Government may require the contractor to purchase hardware, software, and related supplies 

critical and related to the services being acquired under the TO. Such requirements will be 

identified at the time a TOR is issued or may be identified during the course of a TO by the 

Government or the contractor. If the contractor initiates a purchase within the scope of this TO 

and the prime contractor has an approved purchasing system, the contractor shall submit to the 

FEDSIM COR a Request to Initiate Purchase (RIP). If the prime contractor is to lose an 

approved purchasing system during the period of performance, the contractor shall submit to the 

CO a Consent to Purchase (CTP). The RIP and CTP (see Section J, Attachments Y and Z) shall 

include the purpose, specific items, estimated cost, cost comparison, and rationale. The 

contractor shall not make any purchases without an approved RIP from the COR or an approved 

CTP from the CO and without complying with the requirements of Section H.12, Commercial 

Supplier Agreements. 

H.12   COMMERCIAL SUPPLIER AGREEMENTS  

H.12.1   The Government understands that commercial software tools that may be purchased in 

furtherance of this TO as described in Section C.6 and as contemplated in the Tools and ODC 

CLINs in Section B.4 may be subject to commercial agreements which may take a variety of 

forms, including without limitation licensing agreements, terms of service, maintenance 

agreements, and the like, whether existing in hard copy or in an electronic or online format such 

as “clickwrap” or “browsewrap” (collectively, “Software Agreements”). For purposes of this TO, 

the Software Supplier Agreements are “collateral agreements” within the meaning of the FAR 

clause at 52.227-14(c)(2). 

H.12.2   The contractor shall ensure that any proposed Supplier Agreements allow the associated 

software and services to be used as necessary to achieve the objectives of this TO. The contractor 

shall provide all applicable Supplier Agreements to the FEDSIM CO prior to purchase and shall 

cooperate with the Government, including negotiations with the licensor as appropriate, to ensure 

compliance with this Section. Without limiting the generality of the foregoing, a compliant 

Supplier Agreement shall permit all of the following at no extra charge to the Government: (a) 

access and use by support contractors, including a successor contractor upon termination or 

expiration of this TO. The above rights constitute “other rights and limitations” as contemplated 

in subparagraph (d) of the FAR clause at 52.227-14, Rights In Data – General (May 2014), 

Alternate III (Dec 2007).  
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H.13   NEWS RELEASE 

The offeror shall not make any news release pertaining to this procurement without prior 

Government approval and only in coordination with the FEDSIM CO. 

H.14   INTELLECTUAL PROPERTY RIGHTS 

The existence of any patent, patent application or other intellectual property right that encumbers 

any deliverable must be disclosed in writing on the cover letter that accompanies the delivery. If 

no such disclosures are provided, the data rights provisions in FAR 52.227-14 apply. The 

Software Agreements referenced in section H.12, amended as contemplated therein, shall be 

deemed to constitute such disclosure with regard to their associated commercial software tools 

and shall prevail over any inconsistent provision in FAR 52.227-14 to the extent of such 

inconsistency. 

H.15   AWARD FEE 

See the Award Fee Determination Plan in Section J, Attachment D. 
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(i) Pursuant to multilateral regimes, including for reasons relating to national security, 

chemical and biological weapons proliferation, nuclear nonproliferation, or missile 

technology; or 

(ii) For reasons relating to regional stability or surreptitious listening; 

(3) Specially designed and prepared nuclear equipment, parts and components, materials, 

software, and technology covered by part 810 of title 10, Code of Federal Regulations 

(relating to assistance to foreign atomic energy activities); 

(4) Nuclear facilities, equipment, and material covered by part 110 of title 10, Code of 

Federal Regulations (relating to export and import of nuclear equipment and material); 

(5) Select agents and toxins covered by part 331 of title 7, Code of Federal Regulations, part 

121 of title 9 of such Code, or part 73 of title 42 of such Code; or 

(6) Emerging and foundational technologies controlled pursuant to section 1758 of the 

Export Control Reform Act of 2018 (50 U.S.C. 4817). 

Interconnection arrangements means arrangements governing the physical connection of two or 

more networks to allow the use of another's network to hand off traffic where it is ultimately 

delivered (e.g., connection of a customer of telephone provider A to a customer of telephone 

company B) or sharing data and other information resources. 

Reasonable inquiry means an inquiry designed to uncover any information in the entity's 

possession about the identity of the producer or provider of covered telecommunications 

equipment or services used by the entity that excludes the need to include an internal or third-

party audit. 

Roaming means cellular communications services (e.g., voice, video, data) received from a 

visited network when unable to connect to the facilities of the home network either because 

signal coverage is too weak or because traffic is too high. 

Substantial or essential component means any component necessary for the proper function or 

performance of a piece of equipment, system, or service. 

(b) Prohibition. (1) Section 889(a)(1)(A) of the John S. McCain National Defense Authorization 

Act for Fiscal Year 2019 (Pub. L. 115-232) prohibits the head of an executive agency on or 

after August 13, 2019, from procuring or obtaining, or extending or renewing a contract to 

procure or obtain, any equipment, system, or service that uses covered telecommunications 

equipment or services as a substantial or essential component of any system, or as critical 

technology as part of any system. The Contractor is prohibited from providing to the 

Government any equipment, system, or service that uses covered telecommunications 

equipment or services as a substantial or essential component of any system, or as critical 

technology as part of any system, unless an exception at paragraph (c) of this clause applies 

or the covered telecommunication equipment or services are covered by a waiver described 

in FAR 4.2104. 

(2) Section 889(a)(1)(B) of the John S. McCain National Defense Authorization Act for 

Fiscal Year 2019 (Pub. L. 115-232) prohibits the head of an executive agency on or after 

August 13, 2020, from entering into a contract, or extending or renewing a contract, with an 

entity that uses any equipment, system, or service that uses covered telecommunications 

equipment or services as a substantial or essential component of any system, or as critical 
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technology as part of any system, unless an exception at paragraph (c) of this clause applies 

or the covered telecommunication equipment or services are covered by a waiver described 

in FAR 4.2104. This prohibition applies to the use of covered telecommunications equipment 

or services, regardless of whether that use is in performance of work under a Federal 

contract. 

(c) Exceptions. This clause does not prohibit contractors from providing— 

(1) A service that connects to the facilities of a third-party, such as backhaul, roaming, or 

interconnection arrangements; or 

(2) Telecommunications equipment that cannot route or redirect user data traffic or permit 

visibility into any user data or packets that such equipment transmits or otherwise handles. 

(d) Reporting requirement.  

(1) In the event the Contractor identifies covered telecommunications equipment or services 

used as a substantial or essential component of any system, or as critical technology as part 

of any system, during contract performance, or the Contractor is notified of such by a 

subcontractor at any tier or by any other source, the Contractor shall report the information 

in paragraph (d)(2) of this clause to the Contracting Officer, unless elsewhere in this contract 

are established procedures for reporting the information; in the case of the Department of 

Defense, the Contractor shall report to the website at https://dibnet.dod.mil. For indefinite 

delivery contracts, the Contractor shall report to the Contracting Officer for the indefinite 

delivery contract and the Contracting Officer(s) for any affected order or, in the case of the 

Department of Defense, identify both the indefinite delivery contract and any affected orders 

in the report provided at https://dibnet.dod.mil. 

(2) The Contractor shall report the following information pursuant to paragraph (d)(1) of this 

clause 

(i) Within one business day from the date of such identification or notification: the 

contract number; the order number(s), if applicable; supplier name; supplier unique 

entity identifier (if known); supplier Commercial and Government Entity (CAGE) code 

(if known); brand; model number (original equipment manufacturer number, 

manufacturer part number, or wholesaler number); item description; and any readily 

available information about mitigation actions undertaken or recommended. 

(ii) Within 10 business days of submitting the information in paragraph (d)(2)(i) of this 

clause: any further available information about mitigation actions undertaken or 

recommended. In addition, the Contractor shall describe the efforts it undertook to 

prevent use or submission of covered telecommunications equipment or services, and 

any additional efforts that will be incorporated to prevent future use or submission of 

covered telecommunications equipment or services. 

(e) Subcontracts. The Contractor shall insert the substance of this clause, including this 

paragraph (e) and excluding paragraph (b)(2), in all subcontracts and other contractual 

instruments, including subcontracts for the acquisition of commercial items. 

(End of clause) 
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MM EPA TO1 Denver CO WD 

NN EPA TO1 DMV WD 

OO EPA TO1 Daytona.OrmondBch FL WD 

PP EPA TO1 Athens.Atlanta GA WD 

QQ EPA TO1 AnnArbor MI WD 

RR EPA TO1 Duluth MN WD 

SS EPA TO1_Durham.Cary.Raleigh NC_WD 

TT EPA TO1 LasVegas NV WD 

UU EPA TO1 Cincinnati OH WD 

V V EPA TO1_Ada OK_WD 

WW EPA TO1 Corvallis OR WD 

XX EPA TO1 Narragansett RI WD 

YY EPA TO1 OakRidge.Cookeville.Kingston TN WD 

ZZ EPA TO1 San Diego.CA WD 
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